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class mindarmour.Attack

JITA i A R UREAS I B 2R Al SR
X PUREAS S 8 2o 1] S AR AR TS XS 7 M P e A Bl

batch_generate (inputs, labels, batch_size=64)

MR AAEAS B HAR SR 2L TR AR

BH:
« inputs (Union[numpy.ndarray, tuple]) - 4= B HUEEAS [ R UG REAS o
* labels (Union[numpy.ndarray, tuple]) - JF46/ HArbnss. #EAMAGZARE, FFERAEcdld.
* batch_size (int) - —PMLUCPIFEAR BIAE: 64.

B

* numpy.ndarray - 4= 5 SHREA

generate (inputs, labels)

RIS TR AR AR B HAR RS AR O HURE AR
BH:
* inputs (Union[numpy.ndarray, tuple]) - £ SOSHFEAS Y R AATEAS .

¢ labels (Union[numpy.ndarray, tuple]) - Jf i/ Hbpbnss . AN MAG Z 0%, FEEEAETdF .

_.j}

(=4 .
FrTN e

 NotImplementedError - I 545 5.

class mindarmour.BlackModel
P HARERIU R G g s . BB i o e
is_adversarial (data, label, is_targeted)

R AFEASE A XA .

SR
* data (numpy.ndarray) - LR E AR AREAS, B2 LGB RTIRAFAR.
* label (numpy.ndarray) - XI T HARSE, W82 ZIAHA M TR . AT T EREGE, SRR AN R RIS 1 S iR b7
« is_targeted (bool) - X} T4 HAM I HARLGE, 15 %E#¢ True/False.

HAEE

* bool - QIR0 True, W AFEAZEXFFIIERT . QIS False, W AREAAZIFHIER o

predict (inputs)
S P AT T . T2 R shape Vi (mon), HoA n SR BB 7 FERAL

SH:

* inputs (numpy.ndarray) - S ) HTAREAS
L E

» NotImplementedError - #il|5 515K 5L .

class mindarmour.Detector
JITAT HURE A AR D 25 O A G B2
detect (inputs)
A AREA A RO A .

s
» inputs (Union[numpy.ndarray, list, tuple]) - A5 1 %5 AFEAS

 NotImplementedError - 315 5 kAR SEH .
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detect_diff (inputs)
TR AFEASHI M REAS 2 8] 1 221H

ZH:

o

[ =
It

* inputs (Union[numpy.ndarray, list, tuple]) - ZEA5 I (1) 45 AREAS

 NotImplementedError - 315 5 AR SLH

£it (inputs, labels=None)

WAEBME, R4S REEAEF KT BERRUREA . 20T IEFAEAR, B IR RIE

BH:

LA

* inputs (numpy.ndarray) - | T 1153 BUE T AFEAS .

* labels (numpy.ndarray) - Y| Z:EAEARZ: . BRIAME: None,

 NotImplementedError - 314 5 RS .

transform (inputs)

AL P AREA P GRS .

B

S

« inputs (Union[numpy.ndarray, list, tuple]) - ZLFEH 1% AFEAS

 NotImplementedError - 315 5 R SLH

class mindarmour .Defense (network)

W1 iR ESIUEHE B = i DI K PO E e 2

SH

* network (Cell) - ZE/j 1) MindSpore XU AR 2 I B

batch_defense (inputs, labels, batch_size=32, epochs=5)
Xt A AT S B AR

defense (inputs, labels)

B

=0

(=
el

* inputs (numpy.ndarray) - A= X HUREAS ) JR AR FEAR o

labels (numpy.ndarray) - i AFEAHIFRZ .

* batch_size (int) - — MR IREARE. BROAME: 32,

« epochs (int) - epochs 4. ERIAE: S.

« numpy.ndarray - batch_defense FEAER)IR .

 ValueError - batch_size 5 0,

Xt AT B R

BH:

LT

* inputs (numpy.ndarray) - A= SXHUREA ) JEAAHEAR .

* labels (numpy.ndarray) - #ij AFEASFIFRES .

 NotImplementedError - 15 5 kR SEH .

class mindarmour .Fuzzer (target_model)

TRBEA 22 45 (R AU I HE 2R

£ Wk DeepHunter: A Coverage-Guided Fuzz Testing Framework for Deep Neural Networks .

S8

« target_model (Model) - H 3Rtz

FEBil:

>>>

>>>

>>>

>>>

from
from
from

from

mindspore.

mindspore
mindspore

mindspore

common.initializer import TruncatedNormal

.ops import operations as P
.train import Model

.ops import TensorSummary

(continues on next page)
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(continued from previous page)

>>> from mindarmour.fuzz_testing import Fuzzer
>>> from mindarmour.fuzz_testing import KMultisectionNeuronCoverage
>>> class Net (nn.Cell):

def _ _init__ (self):

super (Net, self).__init__ ()

pad_mode="valid")

pad_mode="valid")

self.convl = nn.Conv2d(l, 6, 5, padding=0, weight_init=TruncatedNormal (0.02),
self.conv2 = nn.Conv2d(6, 16, 5, padding=0, weight_init=TruncatedNormal (0.02),
self.fcl = nn.Dense(l6 * 5 * 5, 120, TruncatedNormal (0.02), TruncatedNormal (0.02))
self.fc2 = nn.Dense (120, 84, TruncatedNormal (0.02), TruncatedNormal (0.02))
self.fc3 = nn.Dense (84, 10, TruncatedNormal (0.02), TruncatedNormal (0.02))
self.relu = nn.RelLU()

self.max_pool2d = nn.MaxPool2d(kernel_size=2, stride=2)

self.reshape = P.Reshape ()

self.summary = TensorSummary ()

def construct (self, x):

x = self.convl (x)
x = self.relu(x)
self.summary ('convl', Xx)
x = self.max_pool2d(x)
x = self.conv2(x)
x = self.relu(x)
self.summary ('conv2', x)
x = self.max_pool2d(x)
x = self.reshape(x, (-1, 16 * 5 * 5))
x = self.fcl(x)
x = self.relu(x)
self.summary ('fcl', x)
x = self.fc2(x)
x = self.relu(x)
self.summary ('fc2', x)
x = self.fc3(x)
self.summary ('fc3', x)
return x

>>> net = Net ()

>>> model = Model (net)

>>> mutate_config = [{'method': 'GaussianBlur',
'params': {'ksize': [1, 2, 3, 5], 'auto_param': [True, False]}},
{'method': 'MotionBlur',
'params': {'degree': [1, 2, 5], 'angle': [45, 10, 100, 140, 210, 270, 300],
'auto_param': [Truel]}},
{'method': 'UniformNoise',
'params': {'factor': [0.1, 0.2, 0.3], 'auto_param': [False, True]}},
{'method': 'GaussianNoise',
'params': {'factor': [0.1, 0.2, 0.3], 'auto_param': [False, True]}},
{'method': 'Contrast',
'params': {'alpha': [0.5, 1, 1.5], 'beta': [-10, O, 10], 'auto_param': [False, True]}},
{'method': 'Rotate',
'params': {'angle': [20, 90], 'auto_param': [False, True]}},
{'method': 'FGSM',
'params': {'eps': [0.3, 0.2, 0.4], 'alpha': [0.1], 'bounds': [(0, 1)]1}}]
>>> batch_size = 8
>>> num_classe = 10
>>> train_images = np.random.rand(32, 1, 32, 32).astype(np.float32)
>>> test_images = np.random.rand(batch_size, 1, 32, 32).astype(np.float32)
>>> test_labels = np.random.randint (num_classe, size=batch_size).astype(np.int32)
>>> test_labels = (np.eye(num_classe) [test_labels]) .astype(np.float32)
>>> initial_seeds = []
>>> # make initial seeds
>>> for img, label in zip(test_images, test_labels):
initial_seeds.append([img, labell])
>>> initial_seeds = initial_seeds[:10]
>>> nc = KMultisectionNeuronCoverage (model, train_images, segmented_num=100, incremental=True)
>>> model_fuzz_test = Fuzzer (model)

>>> samples, gt_labels, preds, strategies, metrics =

nc,

model_fuzz_test.fuzzing (mutate_config,

initial_seeds,

max_iters=100)

fuzzing (mutate_config, initial_seeds, coverage, evaluate=True, max_iters=10000, mutate_num_per_seed=20)

TR 1 28 I 245 (R AR I
SH:
« mutate_config (list) - 28 5 )5 700 . Ak :
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mutate_config =
[{'method':
'params’':
{'"method':
'params':
{'method"':
'params':
{"method"':
'params':
{"method':
'params':
{"'method':
'params':

-]

'GaussianBlur',

{'ksize': [1, 2, 3, 5], 'auto_param': [True, False]}},
'UniformNoise',

{'factor': [0.1, 0.2, 0.3], 'auto_param': [False, True]}},
'GaussianNoise',

[False, True]}},

{'factor': [0.1, 0.2, 0.3], 'auto_param':

'Contrast’',

{'alpha': [0.5, 1, 1.5], 'beta': [-10, 0, 10], 'auto_param': [False,
'Rotate’',

{'angle': [20, 90], 'auto_param': [False, True]}},

'FGSM',

{'eps': [0.3, 0.2, 0.4], 'alpha': [0.1], 'bounds': [(0, 1)]1}}]

True] }},

= SCRFITIEAERN R self-_strategies ", AT IESHLFAE T S EITER N . STRFITIE 2 AR ZEA

- BC, BRSNS Translate’ , ‘Scale’.’ Shear’,’ Rotate’.’ Perspective’.’ Curve’.’ GaussianBlur’,’ MotionBlur’.’ GradientBlur’.’

Contrast’ .’ GradientLuminance’ .’ UniformNoise’ .’ GaussianNoise’ .’ SaltAndPepperNoise’ .’ NaturalNoise’ .

ok, SRS 5 3% FGSM’, PGD’ §iI° MDIM .’ FGSM’,” PGD’ i1’ MDIM’ 435Il /2 FastGradientSignMethod , ProjectedGradientDent
1 MomentumDiverselnputlterativeMethod {45 . mutate_config VoA &4 [ ¢ Contrast’ , ¢ GradientLuminance’ , ‘GaussianBlur’ , ‘MotionBlur’

, ‘GradientBlur’ , ‘UniformNoise’ , ‘GaussianNoise’ , ‘SaltAndPepperNoise’ , ‘NaturalNoise’ ] FH ¥

- BN S B0 E 5 28] AYE mindarmour/natural_robustness/transform/image W& #]. 2 R LS E S %

self._attack_param_checklists .

+ initial_seeds (list[list]) - /I F-2E B SREARRIRILEFI T EAI FIAGFD T EAS A% 30H [[image_data, label], [---1, -1, HARZEWAATH one-hot.

» coverage (CoverageMetrics) - {145 JCHE 15 45 Fr 2L,

« evaluate (bool) - 2751 [ -G IR . BRIAME: True,

* max_iters (int) - FHEEEE F T AR CECE . BUAME: 10000,

 mutate_num_per_seed (int) - MR RA R BRHAE: 20.
Bl

o list - ORI AR Y22 S As

o list - 78 SFEA Y ground truth FRZE .

o list - FH 45

o list - 75 7000

o dict - Fuzzer {38H7i0 4 .

30
C

 ValueError - 24’ Coverage’ W4lJ& CoverageMetrics [ 72,
* ValueError - #JI5FH T A5 H=s .
* ValueError - ¥ i F0+ AS 1 FhF- A 2 &N TTER

class mindarmour.DPModel (micro_batches=2, norm_bound=1.0, noise_mech=None, clip_mech=None, optimizer=nn. Momentum,

DPModel Jj - J#4 /253 B FL YN 2L .
WK HEH mindspore.Model,
HIREER: W2 RFAPLHI R P AL .
SH:
* micro_batches (int) - MJFIGHEUCHRT A9/ ML BOME: 2.
* norm_bound (float) - I F#BTIYLIA, WEREER 1, KR BEAEGE . BOAME: 1.0,
* noise_mech (Mechanisms) - I T4 s A A1 ZE B 3% . BRIA{E: None.
* clip_mech (Mechanisms) - J TS H7 H i@ W55 %k . #RINE: None.
* optimizer (Cell) - J] T B 22 7 RA I it A P O REAEE (B #RIAfE: nn.Momentum.

* ValueError - optimizer {55 None,
* ValueError - optimizer I~ DPOptimizer, H. noise_mech “j None,
* ValueError - optimizer 52 DPOptimizer, H. noise_mech JE None.

* ValueError - noise_mech 5{ DPOptimizer 1) mech J7¥52 Hi& N, 1 clip_mech 1~/2 None,

**kwargs)



https://gitee.com/mindspore/mindarmour/tree/r1.9/mindarmour/natural_robustness/transform/image
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class mindarmour .MembershipInference (model, n_jobs=-1)

JEAAERILE Y Shokri, Stronati, Song A1 Shmatikov 72 H i — 7 F-HED H P BFA RS Y K & 00ty . BT EINZRREAKY loss B logits 4528, FALZHEEN I

) — LR
BRFMER, HS: NG HERN A 2 .

£ Hk: Reza Shokri, Marco Stronati, Congzheng Song, Vitaly Shmatikov. Membership Inference Attacks against Machine Learning Models. 2017.,

S¥:

« model (Model) - H #7157,

* n_jobs (int) - HATIBATHES iR . -1 FORMEHITA LI, 500 n_jobs ML IEREAL.
S

« TypeError - #7271 42 Mindspore.Model,

* TypeError - n_jobs [{J255UR & int.

* ValueError - n_jobs [F{EBENE-1, A EIEEEL.
FEBI:

>>> import mindspore.ops.operations as P
>>> from mindspore.nn import Cell
>>> from mindspore import Model
>>> from mindarmour.privacy.evaluation import MembershipInference
>>> def dataset_generator():
batch_size = 16
batches = 1
data = np.random.randn (batches * batch_size,1,10) .astype(np.float32)
label = np.random.randint (0,10, batches * batch_size).astype (np.int32)

for i in range (batches):

>>> class Net (Cell):
def _ init_ (self):

super (Net, self).__init__ ()
self. _softmax = P.Softmax ()
self._Dense = nn.Dense(10,10)

self._squeeze = P.Squeeze (1)
def construct (self, inputs):
out = self._softmax (inputs)
out = self._Dense (out)
return self._squeeze (out)
>>> net = Net ()

>>> loss = nn.SoftmaxCrossEntropyWithLogits (sparse=True)

>>> model = Model (network=net, loss_fn=loss, optimizer=opt)

>>> inference_model = MembershipInference (model, 2)

>>> config = [{

"method": "KNN",

"params": {"n_neighbors": [3, 5, 71,}

]
>>> ds_train = ds.GeneratorDataset (dataset_generator, ["image", "label"])
>>> ds_test = ds.GeneratorDataset (dataset_generator, ["image", "label"])

>>> inference_model.train(ds_train, ds_test, configqg)

>>> metrics = ["precision", "accuracy", "recall"]

>>> eval_train = ds.GeneratorDataset (dataset_generator, ["image", "label"])
>>> eval_test = ds.GeneratorDataset (dataset_generator, ["image", "label"])
>>> result = inference_model.eval (eval_train. eval_test, metrics)

>>> print (result)

>>> opt = nn.Momentum (params=net.trainable_params(), learning_rate=0.1, momentum=0.9)

yield datal[i*batch_size: (i+1) *batch_size], label[i*batch_size: (i+1) *batch_size]

eval (dataset_train, dataset_test, metrics)

A B AR R [R BSFL . RS FEARIY. i metrics B1AE -
SR
* dataset_train (mindspore.dataset) - H SR I 5R4E .

« dataset_test (mindspore.dataset) - H #7452 7 i 54 .

+ metrics (Union[list, tuple]) - PEAi38HR. FEFRIMELLAIAE [ “precision” , “accuracy” , “recall” ] v, BRIA(H: [ “precision” ],

B
o list - N ICRA G B A R b .

train (dataset_train, dataset_test, attack_config)

MRIEHCE, {8 ABE R GBI
B
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* dataset_train (mindspore.dataset) - H HEZ FI| B dE 4L
« dataset_test (mindspore.dataset) - [ FrAs 2 (1t 4E

» attack_config (Union[list, tuple]) - WA S H0R & . 0!

attack_config = [

{"method": "knn", "params": {"n_neighbors": [3, 5, 71}},

{"method": "l1r", "params": {"C": np.logspace (-4, 2, 10)}}1]

- XFFJ5AA kan, Ir, mip il of . SEANTIAR SO AHE T B HINTEE N . SRR R WA R IR ) :

* KNN

* LR

* RF

+ MLP
S

» KeyError - attack_config P I ECE G HE { “method” , “params” },
 NameError - artack_config 1) (AXSFI/ING) AEL “I” , “kon” , “f” , “mlp” ] 1,
class mindarmour.ImageInversionAttack (network, input_shape, input_bound, loss_weights=(1, 0.2, 5))
— i I R B R Sk R R R BGE TR
£ Wk Aravindh Mahendran, Andrea Vedaldi. Understanding Deep Image Representations by Inverting Them. 2014.,
L
* network (Cell) - [, T HEWT I R IRIZFFL -
* input_shape (tuple) - B 2555 A IEARTEAR, WV 5458 M —2. ARFEZNY A (channel, image_width, image_height) .
« input_bound (Union[tuple, list]) - JRIEE 1% EJLE, NiZ1% [minimum_pixel, maximum_pixel] B} (minimum_pixel, maximum_pixel).

« loss_weights (Union[list, tuple]) - InversionLoss Hf =/~ T A E, 7] DATHEE ARSI 4E 58 BUAE: (1,0.2,5).

30
Eo

» TypeError - [ £525FUR 2 Cell,

* ValueError - input_shape W{EA I IE3EEL .

* ValueError - loss_weights IW{EAA JEIE S
Fetil:

>>> import mindspore.ops.operations as P
>>> from mindspore.nn import Cell
>>> from mindarmour.privacy.evaluation.inversion_attack import ImagelInversionAttack
>>> class Net (Cell):
def _ init__ (self):
super (Net, self).__init__ ()
self._softmax = P.Softmax ()
self._reduce = P.ReduceSum/()
self._squeeze = P.Squeeze (1)
def construct (self, inputs):
out = self._softmax (inputs)
out = self._reduce(out, 2)
return self._squeeze (out)

>>> net = Net ()

>>> original_images = np.random.random((2,1,10,10)) .astype(np.float32)
>>> target_features = np.random.random((2,10)) .astype(np.float32)
>>> inversion_attack = ImagelInversionAttack (net,

input_shape=(1, 10, 10),
input_bound= (0, 1),
loss_weights=[1, 0.2, 5])

>>> inversion_images = inversion_attack.generate (target_features, iters=10)

>>> evaluate_result = inversion_attack.evaluate (original_images, inversion_images)

evaluate (original_images, inversion_images, labels=None, new_network=None)
Tt =ANFEFR AL R R ) i R R E BRI R E G 2 0 RT3 L2 PR AT SSIM (., DA SGH AR ALGA I R i PR S5 SRAE BELSEARSS b1 B T
i@ﬁo
BH:
« original_images (numpy.ndarray) - JR 15K, HIEARN A (img_num, channels, img_width, img_height) .
« inversion_images (numpy.ndarray) - i8R &%, HAR A (img_num, channels, img_width, img_height).

* labels (numpy.ndarray) - J§i 44 EI141%) ground truth #7325, 2RiA{E: None,



https://scikit-learn.org/stable/modules/generated/sklearn.neighbors.KNeighborsClassifier.html
https://scikit-learn.org/stable/modules/generated/sklearn.linear_model.LogisticRegression.html
https://scikit-learn.org/stable/modules/generated/sklearn.ensemble.RandomForestClassifier.html
https://scikit-learn.org/stable/modules/generated/sklearn.neural_network.MLPRegressor.html
https://arxiv.org/pdf/1412.0035.pdf
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* new_network (Cell) - HL5#4 4075 self._network A M %%, (Hina T AR REACE. BRIME: None.
Bl

o float - 12 i 5.

* float - -3 ssim {f..

« Union [float, None] - ¥ (=5, 413 labels 5§ new_network >4 None, 3%} None,

generate (farget_features, iters=100)

A target_features B2 K1

B
* target_features (numpy.ndarray) - J5UR KR HIIREFRIR . targer_features H)55—NYERELY %2 img_num. FFEEERZ, WK img_num & 1, U
target_features [FJJEAR Y. %42 (1, dim2, dim3, ),
* iters (int) - [ E R AR, OB, BOAME: 100
AL
* numpy.ndarray - FE#EG, TS EGREGHLL.
S

¢ TypeError - target_features #2524 A /2 numpy.ndarray,
o ValueError - iters %45 JE 1F 354

class mindarmour.ConceptDriftCheckTimeSeries (window_size=100, rolling_window=10, step=10, threshold_index=1.5, need_label=False)

MRS IR R AL ] 781 (ConceptDriftCheck TimeSeries) I FHEA 51 20 A ASAAG I -
ﬁ?é‘[;féélﬂ'fg ISy 1ﬁ %ﬁ ,j\_:ly_lej‘J_‘? &%ﬁ’fﬂ]i h f/J *ﬁt“/ UHIJ ):H

ZH:
* window_size (int) - #f& % LR/, AT 100 Q2RSS i AZdE, window_size 7F [10, 1/3*len(1nput data)] Hr. WSR2 EIIERY, EE win-
dow_size % 2-5 ANJE, AN, YT H/EEAE, 30/7 RGEIE 2. BOAME: 1
« rolling_window (int) - ¥ LA/, 78 [1, window_size] H, BRIAE: 10
* step (int) - {2 FABEERC S, 7 (1, window_size] 1. BRIA(E: 1
+ threshold_index (float) - J{HZ5], (—oo,+00) . BRAME: 1.5,
« need_label (bool) - False 5 True. 1% need_label=True, NIFEFMEERIFEL. BAMH: False.
Fetsil:

>>> from mindarmour import ConceptDriftCheckTimeSeries
>>> concept = ConceptDriftCheckTimeSeries (window_size=100, rolling_window=10,

step=10, threshold_index=1.5, need_label=False)
>>> data_example = 5*np.random.rand(1000)

>>> data_example[200: 800] = 20*np.random.rand(600)

>>> score, threshold, concept_drift_location = concept.concept_check (data_example)

concept_check (data)

TR 9 A M A 1
BH:

- data (numpy.ndarray) - § AXcliE. $CHEAY shape TDUR (n,1) B¢ (nm). $VERE, 851 (m51) & AKUHTFI.
Bl

» numpy.ndarray - 79 RS EAS 450

- float - FISTIE & RS 0 I

. list - LIRS



https://mindspore.cn/mindarmour/docs/zh-CN/r1.9/concept_drift_time_series.html
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MINDARMOUR.ADV_ROBUSTNESS.ATTACKS

A TE 2 M) RGN S A, PARIEXHUREAS

class mindarmour.adv_robustness.attacks.FastGradientMethod (network, eps=0.07, alpha=None, bounds=(0.0, 1.0), norm_level=2,

is_targeted=False, loss_fn=None)

BT R APl UEhmiEkess ‘L1’ L2 A Linf’,
22 Hk: 1 J. Goodfellow, J. Shlens, and C. Szegedy, “Explaining and harnessing adversarial examples,” in ICLR, 2015.,

B
* network (Cell) - H Fi#i% .,
+ eps (float) - Kk = A2 i SRR XT3 S EARE I L. BRIAE: 0.07.
+ alpha (Union[float, None]) - B AL B 55 G FEl Y LU il . BRIME: None.
* bounds (tuple) - #ify bR F, TR LA B/ ME, B i . BOAE: 0.0, 1.0).
« norm_level (Union[int, str, numpy.inf]) - JE#E#., AIBYE: numpy.inf, 1. 2.7 17,7 27,7 11’7 12’7 np.inf’.’ inf’.’ linf’, BRIN(E: 2.
» is_targeted (bool) - HI1 5%k True, NN HARYH. WIHJ False, Mk 7cHArMrd. ZRiAfH: False.
+ loss_fn (Union[loss, None]) - il THRALHH I i % 402Ky None, A W25 CLRC A1 26 B . BRIAME: None.
FEB:

>>> from mindarmour.adv_robustness.attacks import FastGradientMethod
>>> class Net (nn.Cell) :
def _ init_ (self):
super (Net, self).__init__ ()
self._relu = nn.ReLU()
def construct (self, inputs):
out = self._relu(inputs)
return out
>>> inputs = np.asarray([[0.1, 0.2, 0.7]1], np.float32)
>>> labels = np.asarray([2],np.int32)
>>> labels = np.eye(3) [labels].astype(np.float32)
>>> net = Net ()

>>> attack = FastGradientMethod(net, loss_fn=nn.SoftmaxCrossEntropyWithLogits (sparse=False))

>>> adv_x = attack.generate (inputs, labels)

class mindarmour.adv_robustness.attacks.RandomFastGradientMethod (network, eps=0.07, alpha=0.035, bounds=(0.0, 1.0), norm_level=2,
is_targeted=False, loss_fn=None)

SRR B i) RS A (Fast Gradient Method) o BETRREETT R BRI, FOXHUPENR S S AR A BOBB BEAE U SR I BENLIR SN, AT A2 Ot
PUHEAR

222 C#k: Florian Tramer, Alexey Kurakin, Nicolas Papernot, “Ensemble adversarial training: Attacks and defenses” in ICLR, 2018,

BH:
» network (Cell) - H bz,
* eps (float) - Tk AL A PRI S B E EIRY Le il BROAME: 0.07.
+ alpha (float) - FUPFEHL SN S BER R Hefl. BIAME: 0.035.
* bounds (tuple) - Hifiry BN, FOREARIEHE . DA B/ IME, B B L. BUAME: (0.0, 1.0).
« norm_level (Union[int, str, numpy.inf]) - {E5CEA., ATHYA: numpy.inf, 1. 2.7 17,7 27,7 11’7 127, np.inf’.’ inf’.’ linf’. BRIN(H: 2.
+ is_targeted (bool) - QIR True, WIS HFRYdr. WRH False, WIJCHARYGE . BRIME: False.
* loss_fn (Union[loss, None]) - i THRALHHI I R4, A1y None, T A M 45 CL LA 53 26 s 4. BRIAMEL: None.,
S
« ValueError - eps /N alpha .
FEB:
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>>> from mindarmour.adv_robustness.attacks import RandomFastGradientMethod
>>> class Net (nn.Cell):
def _ init_ (self):
super (Net, self).__init__ ()
self. _relu = nn.ReLU()
def construct (self, inputs):
out = self._relu(inputs)
return out
>>> net = Net ()
>>> inputs = np.asarray([[0.1, 0.2, 0.7]1], np.float32)
>>> labels = np.asarray([2],np.int32)
>>> labels = np.eye(3) [labels] .astype (np.float32)

>>> attack = RandomFastGradientMethod(net, loss_fn=nn.SoftmaxCrossEntropyWithLogits (sparse=False))

>>> adv_x = attack.generate (inputs, labels)

class mindarmour.adv_robustness.attacks.FastGradientSignMethod (network, eps=0.07, alpha=None, bounds=(0.0, 1.0), is_targeted=False,

loss_fn=None)
PRFWLEE WYL (Fast Gradient Sign Method) it S ARURAIAEIE , SR J5 B AR BERY A5 RIS

22 CHk: Tan J. Goodfellow, J. Shlens, and C. Szegedy, “Explaining and harnessing adversarial examples,” in ICLR, 2015,

SR

« network (Cell) - F F7#5%,

* eps (float) - Brli L 1 BB M HLHEEN T BE IR EL Bl . BOAME: 0.07,

* alpha (Union([float, None]) - S5 FAILPLZN 5 BAEE Y HeBl. BRIA{A: None.

* bounds (tuple) - #ffifty L FF, FoRBdiEE . A EdliloME, BdEERE BB BOAE: (0.0, 1.0).

« is_targeted (bool) - WI5H True, WK HARKH . WHA False, WHJEHFRYH . BRIAME: False.

* loss_fn (Union[Loss, None]) - FI-T-ILALIH 2 k4. WIAH None, T4 A M 28 O RCA 451 25 R 4L BRIME: None.
Bl

>>> from mindarmour.adv_robustness.attacks import FastGradientSignMethod
>>> class Net (nn.Cell):
def _ init_ (self):
super (Net, self).__init__ ()
self. _relu = nn.ReLU()
def construct (self, inputs):
out = self._relu(inputs)
return out
>>> net = Net ()
>>> inputs = np.asarray([[0.1, 0.2, 0.7]1], np.float32)
>>> labels = np.asarray([2],np.int32)
>>> labels = np.eye(3) [labels] .astype(np.float32)
>>> attack = FastGradientSignMethod (net, loss_fn=nn.SoftmaxCrossEntropyWithLogits (sparse=False))

>>> adv_x = attack.generate (inputs, labels)

class mindarmour.adv_robustness.attacks.RandomFastGradientSignMethod (network, eps=0.07, alpha=0.035, bounds=(0.0, 1.0),
is_targeted=False, loss_fn=None)

TR NPy (Fast Gradient Sign Method) fifi Ffl FEMLECEh . BEVLEREES 535 (Random Fast Gradient Sign Method ) M55 5 ASIRIIREE, SR
WA BEALEL B B R A5 SR B R e 7=

Z2Z#k: F. Tramer, etal., “Ensemble adversarial training: Attacks and defenses,” in ICLR, 2018,

SR
» network (Cell) - F F7#5%
* eps (float) - Kl A i B AL I8l RS IR L. BRIAME: 0.07,
* alpha (float) - SUPFEHLILEN S HAEIE R ELBI. BOAE: 0.005,
* bounds (tuple) - Zffify L FH, FoRBdEEE . A EdlmoME, SRR BB B BOAE: (0.0, 1.0),
* is_targeted (bool) - #I5H True, WIS HARYE . WA False, WISHTEHFRMdi. BRIAME: False,
* loss_fn (Union[Loss, None]) - I TLALB ik ek %, AR None, Ml AR 25 EFC #4512 K& BRIA(H: None.
S
« ValueError - eps /NT- alpha .
Bl

>>> from mindarmour.adv_robustness.attacks import RandomFastGradientSignMethod
>>> class Net (nn.Cell) :

def _ init_ (self):

(continues on next page)
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super (Net, self).__init__ ()
self. _relu = nn.ReLU()
def construct (self, inputs):
out = self._relu(inputs)
return out
>>> net = Net ()
>>> inputs = np.asarray([[0.1, 0.2, 0.7]1], np.float32)
>>> labels = np.asarray([2],np.int32)
>>> labels = np.eye(3) [labels] .astype(np.float32)
>>> attack = RandomFastGradientSignMethod(net, loss_fn=nn.SoftmaxCrossEntropyWithLogits (sparse=False))

>>> adv_x = attack.generate (inputs, labels)

class mindarmour.adv_robustness.attacks.LeastLikelyClassMethod (network, eps=0.07, alpha=None, bounds=(0.0, 1.0), loss_fn=None)

BB e (Single Step Least-Likely Class Method) & FGSM 17284, B PATRANTI eSS B bR, DAZEBUMHTREAS .

2% Wk F. Tramer, et al., “Ensemble adversarial training: Attacks and defenses,” in ICLR, 2018,

B
« network (Cell) - H F7#5%,
* eps (float) - Tk AL BRI S T BARTEEIY LL . BOAME: 0.07.
+ alpha (Union[float, None]) - 55 BEHLHLZN 5 B g Lol . ERIME: None.
* bounds (tuple) - Hcifiry BN, FoRBUER . DA iR IME, B D) BB, BUAE: (0.0, 1.0).
* loss_fn (Union[Loss, None]) - J T I0ALIY 1K R %L, 4n2iH None, NI AR 28 EIC A 81 25 % BRIAfE: None.
Fri:

>>> from mindarmour.adv_robustness.attacks import LeastLikelyClassMethod
>>> class Net (nn.Cell):
def _ init__ (self):
super (Net, self).__init__ ()
self._relu = nn.ReLU()
def construct (self, inputs):
out = self._relu(inputs)
return out
>>> inputs = np.asarray([[0.1, 0.2, 0.7]1], np.float32)
>>> labels = np.asarray([2],np.int32)
>>> labels = np.eye(3) [labels] .astype(np.float32)
>>> net = Net ()

>>> attack = LeastLikelyClassMethod(net, loss_fn=nn.SoftmaxCrossEntropyWithLogits (sparse=False))

>>> adv_x = attack.generate (inputs, labels)

class mindarmour.adv_robustness.attacks.RandomLeastLikelyClassMethod (network, eps=0.07, alpha=0.035, bounds=(0.0, 1.0),

loss_fn=None)
BEDLI AN T BESE My v DARELAS BE AR/ NS W s B2 I — A B AL 2l A et o)

HA BB B i AT HE2E T34 (Single Step Least-Likely Class Method) 2 fi#ll FGSM 142 (K, B LARATTRESE N HAR, LA BOUHREAR .

2% Wk F. Tramer, et al., “Ensemble adversarial training: Attacks and defenses,” in ICLR, 2018,

SR
* network (Cell) - I F7H57%.,
* eps (float) - Bty L1 B M HL IS BE IR EL Bl . BOAME: 0.07,
+ alpha (float) - B L FENLLEN -5 Bu i B B LBl . BOAfE: 0.005,
* bounds (tuple) - §#afy T F, FoRBIERE . DA B/ ME, Bl i) rEm B, BOAE: (0.0, 1.0),
* loss_fn (Union[Loss, None]) - JI T I0ALIH15 R %L, 4n2iH None, D% AP 28 EC A B2 25 ¥ BRIAME: None.
S
« ValueError - eps /T alpha .
FEBil:

>>> from mindarmour.adv_robustness.attacks import RandomlLeastLikelyClassMethod
>>> class Net (nn.Cell):
def _ init__ (self):
super (Net, self).__init__ ()
self._relu = nn.ReLU()
def construct (self, inputs):
out = self._relu(inputs)

return out

>>> inputs = np.asarray([[0.1, 0.2, 0.7]1], np.float32)

(continues on next page)
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>>> labels = np.asarray([2],np.int32)
>>> labels = np.eye(3) [labels].astype(np.float32)
>>> net = Net ()

>>> attack = RandomLeastLikelyClassMethod(net, loss_fn=nn.SoftmaxCrossEntropyWithLogits (sparse=False))

>>> adv_x = attack.generate (inputs, labels)

class mindarmour.adv_robustness.attacks.IterativeGradientMethod (network, eps=0.3, eps_iter=0.1, bounds=(0.0, 1.0), nb_iter=35,

loss_fn=None)
T BT AR R Mt i g A

B
« network (Cell) - H Ff#i% .,
+ eps (float) - Bk = A XTI B RIS R R HL Bl BRIAE: 0.3,
» eps_iter (float) - iy A 1 BB X LIS S B TE R Ll . BOAME: 0.1,
* bounds (tuple) - #ffifty R H, FoREARER . A EdlmoME, BdREIE BT, BOIAE: (0.0, 1.0).
« nb_iter (int) - ZEAUE. BIME: 5.
* loss_fn (Union[Loss, None]) - FI TALIY 2Kk 6% WI2RA None, A28 ELRC A 1 2k e 4. BRI : None.

generate (inputs, labels)

AR AREASFN AR/ H ARbR 25 A O HTRE A .
SR

* inputs (Union[numpy.ndarray, tuple]) - RYERAFEA, TR HUHA.

* labels (Union[numpy.ndarray, tuple]) - J546/ HARbpas. EHRANMAGZAIR%, FFEQEIETTH .
LAk

* NotImplementedError - it b £{7E 25 (A BE v PR T

class mindarmour.adv_robustness.attacks.BasicIterativeMethod (network, eps=0.3, eps_iter=0.1, bounds=(0.0, 1.0), is_targeted=False,

nb_iter=>35, loss_fn=None)
HA N (Basic Iterative Method) Mgity, —FhAE BOWHT7R Bl 195 £C FGSM J5 ¥k .

%330k A. Kurakin, 1. Goodfellow, and S. Bengio, “Adversarial examples in the physical world,” in ICLR, 2017,
BH:
« network (Cell) - F #7578,
* eps (float) - Kk AL XTI 3 ARSI R LBl BN 0.3,
* eps_iter (float) - Ty AL 19 b i sl S B JE R Fe . BOAME: 0.1,
* bounds (tuple) - ¥dfafy BT F, FORBTER . DA B/ ME, Bdlim i rE B, BOAE: (0.0, 1.0),
« is_targeted (bool) - 15K True, W HARYGE . WK False, WIhJoHAnMcd . ERIAH: False.
* nb_iter (int) - ZEACIREL. ERINA: 5.
* loss_fn (Union[Loss, None]) - I FLALi ik ek, AR None, NI A M2 EHL #4510 %L, BRIN(H: None,
FEBil:

>>> from mindspore.ops import operations as P
>>> from mindarmour.adv_robustness.attacks import BasicIterativeMethod
>>> class Net (nn.Cell) :
def _ init__ (self):
super (Net, self).__init__ ()
self._softmax = P.Softmax ()
def construct (self, inputs):
out = self._softmax (inputs)
return out
>>> net = Net ()
>>> attack = BasicIterativeMethod(net, loss_fn=nn.SoftmaxCrossEntropyWithLogits (sparse=False))
>>> inputs = np.asarray([[0.1, 0.2, 0.7]1], np.float32)
>>> labels = np.asarray([2],np.int32)
>>> labels = np.eye(3) [labels] .astype(np.float32)

>>> net = Net ()

>>> adv_x = attack.generate (inputs, labels)

generate (inputs, labels)

I FGSM 73R4 XA .
ZH:
* inputs (Union[numpy.ndarray, tuple]) - RYEEAFEA, T RIS HUHA.

* labels (Union[numpy.ndarray, tuple]) - JZ i/ HAnhnss . AN RAG Z 0%, FeEtExdrd.

11
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VALK
* numpy.ndarray - 4= 5 SHHREA

class mindarmour.adv_robustness.attacks.MomentumIterativeMethod (network, eps=0.3, eps_iter=0.1, bounds=(0.0, 1.0), is_targeted=False,

nb_iter=>35, decay_factor=1.0, norm_level="inf", loss_fn=None)

kA (Momentum Tterative Method ) Xgity, i 7E25 A A AR S 151 2k el B B0 B 0y 1) _EAOSBLRE G e, INERBE R R HL, W FGSM. FGM #1 LLCM, M
A SO TR o

ZZ Wk Y. Dong, etal., “Boosting adversarial attacks with momentum,” arXiv:1710.06081, 2017,

ZH

« network (Cell) - H F7f#%,

* eps (float) - Yok AL XTI 3 HEURIE B R HL Bl BROAME: 0.3,

+ eps_iter (float) - Zriti™ AL ) BB XA B i e . BRIAME: 0.1,

* bounds (tuple) - Hcifiry BN, FoRBUER . DA B IME, B BB, BUAE: (0.0, 1.0).

+ is_targeted (bool) - 415K True, W4 HARYGH:. WK False, WAJCHfRBHd:. BRIME: False.

* nb_iter (int) - ZRACUE. BOAE: 5.

* decay_factor (float) - S H A H . BUAE: 1.0,

» norm_level (Union[int, str, numpy.inf1) - JE%(2&% . WIBUE: numpy.inf, 1. 2,7 17,7 27 11,7 12°.7 np.inf’.” inf’.’ linf’, BRIAMf: numpy.inf.

¢ loss_fn (Union[Loss, None]) - I F{i/b 4 2 pR L. W5~ None,  JUl%5 AW 2% EL L &5 5 25 pR 4. BRIAME: None,

FEBil:

>>>

>>>

>>>

>>>

>>>

>>>

>>>

>>>

>>>

>>>

from mindspore.ops import operations as P
from mindarmour.adv_robustness.attacks import MomentumIterativeMethod
class Net (nn.Cell):
def _ init_ (self):
super (Net, self).__init__ ()
self._softmax = P.Softmax ()
def construct (self, inputs):
out = self._softmax (inputs)

return out

net = Net ()

attack = MomentumIterativeMethod (net, loss_fn=nn.SoftmaxCrossEntropyWithLogits (sparse=False))
inputs = np.asarray([[0.1, 0.2, 0.7]], np.float32)

labels = np.asarray([2],np.int32)

labels = np.eye(3) [labels].astype(np.float32)

net = Net ()

adv_x = attack.generate (inputs, labels)

generate (inputs, labels)

A4 AR E R H BRAR 2 A TR
SR

* inputs (Union[numpy.ndarray, tuple]) - RAPEHIAREA, HI T RIS

* labels (Union[numpy.ndarray, tuple]) - 45/ HArtnss . AR NAGZR%, KEaRETH .
ALK

« numpy.ndarray - /£ RHUREA .

class mindarmour.adv_robustness.attacks.ProjectedGradientDescent (network, eps=0.3, eps_iter=0.1, bounds=(0.0, 1.0), is_targeted=False,

nb_iter=>5, norm_level="inf", loss_fn=None)

BUPHE T (Projected Gradient Descent) I/ BARMIAM AL, fEXMIrikd, SRERZIG, WSIEEPTERE Fam p ik b (B 75y bixi
FEAIE, PR T RV EHRIERE N ) . 302 Madry 48 32 0 etk gk Bt

S22 Hk: A. Madry, etal., “Towards deep learning models resistant to adversarial attacks,” in ICLR, 2018,

SH

» network (Cell) - H AR,

* eps (float) - Ml A O HUMED B 3 B vE R LBl . BROAME: 0.3,

+ eps_iter (float) - Zratiy™ AL i) BB XTI i BRTE E  e il. BRIAME: 0.1,

* bounds (tuple) - #ffifty L FH, FoRAREE . A EdlmoME, BdREME BB, BOAE: (0.0, 1.0).

* is_targeted (bool) - 415N True, WG HARMd. QRN False, W70 HARLGHE;. #RIAME: False.

* nb_iter (int) - 2R KEL. BRIAE: 5.

+ norm_level (Union[int, str, numpy.inf]) - {54252, ATHUE: numpy.nf. 1, 2,7 17,7 2.7 11,7 12’7 np.inf’.” inf’.’ linf’. BRiA{H:’ numpy.inf’.

* loss_fn (Union[Loss, None)) - Tt LA S k%, U054 None, Wiy A P25 EECAA IS RE. BRAE: None,

FEBil:

12
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>>> from mindspore.ops import operations as P
>>> from mindarmour.adv_robustness.attacks import ProjectedGradientDescent
>>> class Net (nn.Cell):
def _ init_ (self):
super (Net, self).__init__ ()
self._softmax = P.Softmax ()
def construct (self, inputs):
out = self._softmax (inputs)
return out
>>> net = Net ()
>>> attack = ProjectedGradientDescent (net, loss_fn=nn.SoftmaxCrossEntropyWithLogits (sparse=False))
>>> inputs = np.asarray([[0.1, 0.2, 0.7]], np.float32)
>>> labels = np.asarray([2],np.int32)
>>> labels = np.eye(3) [labels] .astype(np.float32)
>>> net = Net ()

>>> adv_x = attack.generate (inputs, labels)

generate (inputs, labels)

F T BIM Jr b AR O OREAS . 387 S50 norm_level (455 VA IH— AL i 8h -
SR

* inputs (Union[numpy.ndarray, tuple]) - RPEHIAREA, HITRIEXHUEAR

* labels (Union[numpy.ndarray, tuple]) - 45/ HArin2s . AR NMAGZR%, e ETH .
AL

« numpy.ndarray - ‘£ RHREA .

class mindarmour.adv_robustness.attacks.DiverseInputIterativeMethod (network, eps=0.3, bounds=(0.0, 1.0), is_targeted=False, prob=0.5,

loss_fn=None)

Z R AL UL (Diverse Input Iterative Method ) Ml B A A AT, HAERRUCE AU X AR b BE B . X A RS 1) X At ] DA R 47t

FEAH AT RS -
£ WHk: Xie, Cihang and Zhang, et al., “Improving Transferability of Adversarial Examples With Input Diversity,” in CVPR, 2019,
SR

* network (Cell) - F F7f5A,

* eps (float) - Mok A XTI B S ERIE B R HL Bl BROAE: 0.3,

* bounds (tuple) - Hrifiry BN, FRBURIEHE . DA B/ IME, B B L. BOAE: 0.0, 1.0).

* is_targeted (bool) - AR True, WIS H TR ARy False, WNTEHARLE . BOAH: False.

« prob (float) - X4 AREA R EAAMER . BOIAE: 0.5,

+ loss_fn (Union[Loss, None]) - il THRALHIHI IR % ARy None, T A W25 CL LA 5 2 B 4. BRIAMEL: None.
Frpil:

>>> from mindspore.ops import operations as P
>>> from mindarmour.adv_robustness.attacks import DiverseInputIterativeMethod
>>> class Net (nn.Cell):
def _ init__ (self):
super (Net, self).__init__ ()
self._softmax = P.Softmax ()
def construct (self, inputs):
out = self._softmax (inputs)
return out
>>> net = Net ()
>>> attack = DiverselInputlIterativeMethod(net, loss_fn=nn.SoftmaxCrossEntropyWithLogits (sparse=False))
>>> inputs = np.asarray([[0.1, 0.2, 0.7]1], np.float32)
>>> labels = np.asarray([2],np.int32)
>>> labels = np.eye(3) [labels] .astype(np.float32)
>>> net = Net ()

>>> adv_x = attack.generate (inputs, labels)

generate (inputs, labels)

BT 2R AR GRE BOUREAS

SR

+ inputs (Union[numpy.ndarray, tuple]) - R VEH AFEAS, T RIERHUFEA .

* labels (Union[numpy.ndarray, tuple]) - Jf 5/ HArbrs. HENMAG Z M85, ey,
ALK

 numpy.ndarray - A& i XFHUREAS
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class mindarmour.adv_robustness.attacks.MomentumDiverseInputIterativeMethod (network, eps=0.3, bounds=(0.0, 1.0), is_targeted=False,

norm_level="11", prob=0.5, loss_fn=None)

B Z HH AL % (Momentum Diverse Input Iterative Method ) Mrifije—Fhali ik Uik, 7Ed YR AU 04 AL B2 BEHLAS He o X4 A K 3k Fhie e

T PABR R X URE AR AT RS

S Hk: Xie, Cihang and Zhang, et al., “Improving Transferability of Adversarial Examples With Input Diversity,” in CVPR, 2019,

BH:
+ network (Cell) - H bz,
* eps (float) - Tk = AR HUMEIR B BRSO LU Bl BOAME: 0.3,
* bounds (tuple) - Ky BN, FoRBUER . DA iR IME, B D) BB, BUAE: (0.0, 1.0).
* is_targeted (bool) - #I5it> True, WIS HARYKE . WA False, WIHTEHFRYH;. BRIAME: False.
+ norm_level (Union[int, str, numpy.inf]) - 5068, AIHYE: numpy.inf, 1, 2.7 1.7 27,7 1177 12’7 np.inf’.’ inf’.’ linf’, BRINE: 117,
* prob (float) - X4 AREAR T FAGMERE . BIAE: 0.5,
+ loss_fn (Union[Loss, None]) - il FHRALIHIJ R4, A1 Jy None, T A W45 O RC A 53 2 4. BRIAME: None.,
Fr:

>>> from mindspore.ops import operations as P
>>> from mindarmour.adv_robustness.attacks import MomentumDiverseInputIterativeMethod
>>> class Net (nn.Cell):
def _ init__ (self):
super (Net, self).__init__ ()
self._softmax = P.Softmax ()
def construct (self, inputs):
out = self._softmax (inputs)
return out
>>> net = Net ()
>>> attack = MomentumDiverselInputIterativeMethod(net, loss_fn=nn.SoftmaxCrossEntropyWithLogits (sparse=False))
>>> inputs = np.asarray([[0.1, 0.2, 0.7]1], np.float32)
>>> labels = np.asarray([2],np.int32)
>>> labels = np.eye(3) [labels] .astype(np.float32)

>>> net = Net ()

>>> adv_x = attack.generate (inputs, labels)

class mindarmour.adv_robustness.attacks.DeepFool (network, num_classes, model_type='classification’, reserve_ratio=0.3, max_iters=50, over-

shoot=0.02, norm_level=2, bounds=None, sparse=True)

DeepFool j2—FJo HARRIE Iy, @id 5 RYEREAR S B il i 7 00 St sy s 2L

2% Hk: DeepFool: a simple and accurate method to fool deep neural networks

SH:

« network (Cell) - H F7##%,

* num_classes (int) - B AR, VR T

« model_type (str) - FFFRIAGI . BIfE K classification’ I’ detection’ . BRiA[E:’ classification’ .

* reserve_ratio (Union([int, float]) - Xt 5wl Rzl B XS A 40, {024 model_type=" detection’ B . PREA HRNAE (0, 1) AIJEREIN. BRIAE: 0.3,

* max_iters (int) - O RERUE, WARTE. BIME: 50.

» overshoot (float) - i &%, BRAME: 0.02,

* norm_level (Union[int, str, numpy.inf]) - S HEEEAL. ATHUE: numpy.inf 5§ 2. BRIA(E: 2.

* bounds (Union[tuple, list]) - BEu I E N . DA Biif/ME, Bl R M) g BUAE: None.

* sparse (bool) - 415 True, W AFRE AL AmID. AN False, N ABR%: one-hot 4ifd. ERIAfEH: True.
FEB:

>>> import mindspore.ops.operations as P
>>> from mindspore import Tensor
>>> from mindarmour.adv_robustness.attacks import DeepFool
>>> class Net (nn.Cell):
def _ init__ (self):
super (Net, self).__init__ ()
self._softmax = P.Softmax ()
def construct (self, inputs):
out = self._softmax (inputs)

return out

>>> net = Net ()

>>> input_shape = (1, 5)

>>> _, classes = input_shape

>>> attack = DeepFool (net, classes, max_iters=10, norm_level=2,

(continues on next page)
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(continued from previous page)

>>>

>>>

>>>

>>>

bounds= (0.0, 1.0))

input_np = np.array([[0.1, 0.2, 0.7, 0.5, 0.4]]) .astype(np.float32)
input_me = Tensor (input_np)

true_labels = np.argmax(net (input_me) .asnumpy (), axis=1)

advs = attack.generate (input_np, true_labels)

generate (inputs, labels)

A AFEASHI AR IR A A BT AR o
SH:
e inputs (Union[numpy.ndarray, tuple]) - %y AFEA
— SR model_type =" classification’ , W]y A A& 2 numpy.ndarray . #j A BF AT PAE (inputl, input2, --).
— U5 model_type =" detection’ , W HfER—54H.
* labels (Union[numpy.ndarray, tuple]) - H #p#p25 8l ground-truth $1r%5 .
— R model_type =" classification’ , FR%A4% 2 "4 numpy.ndarray

— N model_type =" detection’ , FRZ&HIAETCI N (gt_boxes, gt_labels).

 numpy.ndarray - SHFEA

* NotImplementedError - norm_level /N{F [2, numpy.inf, ‘2’ , ‘inf’ ],

class mindarmour.adv_robustness.attacks.CarliniWagnerL2Attack (network, num_classes, box_min=0.0, box_max=1.0, bin_search_steps=35,

1]

max_iterations=1000, confidence=0, learning_rate=5e-3, initial_const=1e-2,
abort_early_check_ratio=>5e-2, targeted=False, fast=True, abort_early=True,

sparse=True

)
L2 %) Carlini & Wagner Tt i 73 51 W0 26 A BOMHRLREAS - R0 R ™ AT it 7 B S B _EJ@RILERy, “BEBgHBi ok mr DA R R

ENib)e

£:2% W#k: Nicholas Carlini, David Wagner: “Towards Evaluating the Robustness of Neural Networks”

28

* network (Cell) - F F7f5A,
* num_classes (int) - AU AR, WRT 2.
* box_min (float) - H ARG AT A . BRIAE: 0,
* box_max (float) - H IR AR A BIMA: 1.0,
* bin_search_steps (int) - ] T2 R0 BRI EAF B2 (W] I trade-off FALH) 7 A HP . BOAME: 5.
* max_iterations (int) - R EL, WARTE. BOAME: 1000,
+ confidence (float) - XFHUFEAS A E L. BOAME: 0.
* learning_rate (float) - WSR2 > 5. BRIAE: Se-3.
* initial_const (float) - I T V-2 L LA EL 5 B2 22 1 B) 4R trade-off 4. BRIME: le-2.
+ abort_early_check_ratio (float) - ##5 Fr A kA BT R e b . BRIMA: Se-2.
+ targeted (bool) - fIR > True, WIS HFRKHr. WRH False, WIS JCHbRYGE. BRIMA: False.
» fast (bool) - A5 True, JUIR M5 — A HRBIRYRIREA . A12RA False, WE WRBENIXSHFEA . ERIAE: True.
« abort_early (bool) - &7 HE BT 1L
— QR True, WS4 RAE— BN (] A, Adam KRR L.
- IRy False, Adam FFAkZETAR, BB|FREAEN. BOAME: True.
+ sparse (bool) - 41 H True, NI ARRE ARG TG. WK K False, Nk AFRZH one-hot Zifh . BRIMHE: True,

Fepl:

>>>

>>>

>>>

>>>

>>>

import mindspore.ops.operations as P
from mindarmour.adv_robustness.attacks import CarliniWagnerL2Attack
class Net (nn.Cell) :
def _ init__ (self):
super (Net, self).__init__ ()
self._softmax = P.Softmax ()
def construct (self, inputs):
out = self._softmax (inputs)
return out
net = Net ()
input_np = np.array([[0.1, 0.2, 0.7, 0.5, 0.4]1]1) .astype(np.float32)

(continues on next page)
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>>> num_classes = input_np.shape[l]
>>> label _np = np.array([3]) .astype(np.int64)

>>> attack = CarliniWagnerL2Attack (net, num_classes, targeted=False)

>>> adv_data = attack.generate (input_np, label_np)

generate (inputs, labels)

AR A B bRAR 25 A TR
B

« inputs (numpy.ndarray) - ¥ AFEZ

* labels (numpy.ndarray) - 4] AFEAS 1) BUEARZE 58 H ARn 2 .
AL

« numpy.ndarray - ‘£ AR .

class mindarmour.adv_robustness.attacks.JSMAAttack (network, num_classes, box_min=0.0, box_max=1.0, theta=1.0, max_iteration=1000,

max_ count—3 increase= True sparse= True)

BT Jacobian )5 # K| i (Jacobian-based Saliency Map Attack) J&—Fhld T #i AL 225 B A HARRIE RIS . BN IAREMXT T HA RS

PRIOBRBERE . SR, (0 3 PR R A d R 2E Y 4R
%% 3CH#k: The limitations of deep learning in adversarial settings.
S8
» network (Cell) - F #RfHi%L,
* num_classes (int) - BAU I AREEL, KT
* box_min (float) - HARHAL AN F . BRIAE: 0.
* box_max (float) - HFFHA ARy FAR . BRUIAE: 1.0
+ theta (float) - —MERAEAR (FIX T4 ALIRER) . BOAME: 1.0.
* max_iteration (int) - %0 RER . BRIAME: 1000,
* max_count (int) - H MR AR E SR EL. BIAE: 3.
* increase (bool) - 412K True, NGB, WK False, M HEah. BINE: True.
« sparse (bool) - WA True, W AARZE IHEH gD . QIR A False, W AFRZE A one-hot 4ifih. ERIAfE: True.
FEB:

>>> from mindarmour.adv_robustness.attacks import JSMAAttack
>>> class Net (nn.Cell):
def _ init__ (self):
super (Net, self).__init__ ()
self._relu = nn.ReLU()
def construct (self, inputs):
out = self._relu(inputs)
return out
>>> net = Net ()
>>> input_shape = (1, 5)
>>> batch_size, classes = input_shape
>>> input_np = np.random.random (input_shape) .astype (np.float32)
>>> label_np = np.random.randint (classes, size=batch_size)
>>> attack = JSMAAttack (net, classes, max_iteration=5)

>>> advs = attack.generate (input_np, label_np)

generate (inputs, labels)
b A OB A
B
* inputs (numpy.ndarray) - #j AFEZR,
* labels (numpy.ndarray) - | #3FRr%% .
ALK
 numpy.ndarray - $HEEA

class mindarmour.adv_robustness.attacks.LBFGS (network, eps=1e-5, bounds=(0.0, 1.0), is_targeted=True, nb_iter=150, search_iters=30,

loss_fn=None, sparse=False)

L-BFGS-B it i I A B M A7 BEGS I ALTE R 5/ MU A S WA Z TR BE B
%% Wk Pedro Tabacof, Eduardo Valle. “Exploring the Space of Adversarial Images” .
SR

« network (Cell) - BB ) 2 .
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* eps (float) - b . BUAE: le-5.

* bounds (tuple) - A R . BRHAME: (0.0, 1.0)

« is_targeted (bool) - U154 True, WA HARM T WA False, WIHJCH bR BRIAME: True.

* nb_iter (int) - Ibfes fRALERAYERREL, WARTE. BIAE: 150,

« search_iters (int) - LKA TEH, WAKTE. BIAHE: 30.

* loss_fn (Functions) - & B4 K i . BRIME: None.

* sparse (bool) - 41fH True, NI AARE AMBTIATS. AR Ky False, NI SR one-hot Zifh . BRIMA: False.
FEB:

>>> from mindarmour.adv_robustness.attacks import LBFGS
>>> import mindspore.ops.operations as P
>>> class Net (nn.Cell) :
def _ init__ (self):

super (Net, self).__init__ ()

self._softmax = P.Softmax ()

self._reduce = P.ReduceSum/()

self._squeeze = P.Squeeze (1)

def construct (self, inputs):

out = self._softmax (inputs)
out = self._reduce (out, 2)
out = self._squeeze (out)

return out
>>> net = Net ()
>>> classes = 10
>>> attack = LBFGS(net, is_targeted=True)
>>> input_np = np.asarray (np.random.random((1,1,32,32)), np.float32)
>>> label_np = np.array([3]) .astype(np.int64)
>>> target_np = np.array([7]).astype (np.int64)
>>> target_np = np.eye(10) [target_np].astype (np.float32)

>>> adv = attack.generate (input_np, target_np)

generate (inputs, labels)

MR AL H AR A U4 o

BH:
* inputs (numpy.ndarray) - RS AREA, I TRIERUREA
* labels (numpy.ndarray) - J5 4/ H b’ .

R
* numpy.ndarray - 2E S XIS .

class mindarmour.adv_robustness.attacks.GeneticAttack (model, model_type='classification’, targeted=True, reserve_ratio=0.3, sparse=True,

pop_size=6, mutation_rate=0.005, per_bounds=0.15, max_steps=1000, step_size=0.20,

temp=0.3, bounds=(0, 1.0), adaptive=False, c=0.1)
wifE X (Genetic Attack) AELFBHEHEIEN B EYEE, BT 20 EE.

Y2 H Moustafa Alzantot 22 A (2018) #:H11Y .
Z:22 Hk: Moustafa Alzantot, Yash Sharma, Supriyo Chakraborty, “GeneticAttack: Practical Black-box Attacks with Gradient-FreeOptimization”
SH:

» model (BlackModel) - H #riz,

 model_type (str) - H BRI AL, A FE’ classification’ F1° detection’ . BRIA{E:’ classification’ .

+ targeted (bool) - AR True, WIS HFrEd. W N False, NATEHARYGL . model_type =" detection’ {{SZHFJC Hbrxddy, #RIAE: True.

* reserve_ratio (Union[int, float]) - Jif7 J5 Wl Kl BRI XT A 40 L, 24 model_type =" detection’ B2, PREEHCFMAE (0, 1) FITEREIN. BRIAE: 0.3,

* pop_size (int) - fr T HYEE, BRTE. BIME: 6.

« mutation_rate (Union[int, float]) - 2825 A%, WAE (0,1) RYTEREIN. ZRIAE: 0.005,

* per_bounds (Union[int, float]) - $:3}] FLIF (1K K TGS A 5 .

* max_steps (int) - fEDXHUEARR EBRIERFL I BRIAE: 1000,

« step_size (Union[int, float]) - il . BRHAME: 0.2,

« temp (Union[int, float]) - Jj FPEFARAERIE . BUAME: 0.3, JRESHOR, MAREEMER 2 ]2 Stk .

* bounds (Union[tuple, list, None]) - §#liiy 1R 5. DA CBtiidi/ME, i K8 i 3. BOAME: (0, 1.0).
* adaptive (bool) -  True, WFTIFRASHM NS WHH false, WITIFESRALSEL. BOIAMHE: False,

* sparse (bool) - f1f2 True, M AARE MBI TS . AR False, Mk ABRAEA one-hot 4. BRINE: True,
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¢ ¢ (Union[int, float]) - $L 2N R AU E . BAIAE: 0.1,

IR

>>>

>>>

>>>

>>>

>>>

>>>

>>>

>>>

>>>

>>>

>>>

>>>

>>>

>>>

>>>

>>>

import mindspore.ops.operations as M
from mindspore import Tensor
from mindspore.nn import Cell
from mindarmour import BlackModel
from mindarmour.adv_robustness.attacks import GeneticAttack
class ModelToBeAttacked (BlackModel) :
def _ init_ (self, network):
super (ModelToBeAttacked, self)._ _init__ ()
self._network = network
def predict (self, inputs):
result = self._network (Tensor (inputs.astype (np.float32)))
return result.asnumpy ()
class Net (Cell):
def _ init_ (self):
super (Net, self).__init__ ()
self._softmax = M.Softmax ()
def construct (self, inputs):
out = self._softmax (inputs)
return out
net = Net ()
model = ModelToBeAttacked(net)
attack = GeneticAttack (model, sparse=False)
batch_size = 6
x_test = np.random.rand(batch_size, 10)
y_test = np.random.randint (low=0, high=10, size=batch_size)
y_test = np.eye(10) [y_test]
y_test = y_test.astype(np.float32)

_, adv_data, _ = attack.generate(x_test, y_test)

generate (inputs, labels)

MR AKAEAT HARPR2E (8 ground_truth #74%) AR JSXHREAR .
B

« inputs (Union[numpy.ndarray, tuple]) - #y AFEAS,

— IR model_type =" classification’ , N4y A M =0 2 numpy.ndarray . % A RS20 DA (inputl, input2, --).

— U5 model_type =" detection’ , W Hfe2— 34
* labels (Union[numpy.ndarray, tuple]) - H #3#n25 8l ground-truth Fr%5 .
— U5 model_type =" classification’ , FrZ5 A& 24 numpy.ndarray .
— N model_type =" detection’ , PRGN (gt_boxes, gt_labels).
Bl
* numpy.ndarray - &I R T R (E
» numpy.ndarray - 4 AR

* numpy.ndarray - & NMEEA KR AL

class mindarmour.adv_robustness.attacks.HopSkipJumpAttack (model, init_num_evals=100, max_num_evals=1000, step-

size_search="geometric_progression', num_iterations=20, gamma=1.0, con-

straint="12', batch_size=32, clip_min=0.0, clip_max=1.0, sparse=True)

Chen. Jordan Al Wainwright 4! i ¥) HopSkipJumpAttack 2l B By LI AR 205 ) H A 24y iy A2 o

£:2% #k: Chen J, Michael L. Jordan, Martin J. Wainwright. HopSkipJumpAttack: A Query-Efficient Decision-Based Attack. 2019. arXiv:1904.02144,

ZH:

+ model (BlackModel) - H #7f£% ,
* init_num_evals (int) - BB (ORI TTAR L. BRIAME: 100,
* max_num_evals (int) - B EEAETH RIS, BRIAME: 1000,
* stepsize_search (str) - LR EATIRRLK
— AJHUEN’ geometric_progression’ Y’ grid_search’, BRIA{E:’ geometric_progression’ .

» num_iterations (int) - LK%, BRIME: 20,

+ gamma (float) - JJ T35 & — HE 1R (A theta, BRIAAE: 1.0. T 12 Yok, —3EFHB RS theta ) gamma/d>/? . % linf 742 gamma/d? .

BRAE: 1.0,
* constraint (str) - TALEE R AYTEEL. WTHUE A 120 50 linf’ . BRAME: 127,

* batch_size (int) - LI K/ BRAIAE: 32.
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+ clip_min (float, optional) - fz/NEGLHAE . ERIAE: 0.
« clip_max (float, optional) - fx ] EELH B . BRINE: 1.

* sparse (bool) - WISy True, NI AFRE N RBTIS . WK A False, N AAR2EH one-hot Zifh. ERIA(H: True,

30
Co

* ValueError - stepsize_search IN{E [ * geometric_progression’ ,’ grid_search’ | 1,

 ValueError - constraint ANFE [ ‘127 , ‘linf’ ]

>>>

>>>

>>>

>>>

>>>

>>>

>>>

>>>

>>>

>>>

>>>

>>>

>>>

>>>

from mindspore import Tensor
from mindarmour import BlackModel
import mindspore.ops.operations as P
from mindarmour.adv_robustness.attacks import HopSkipJumpAttack
class Net (nn.Cell):
def _ init_ (self):
super (Net, self).__init__ ()
self._softmax = P.Softmax ()
self._reduce = P.ReduceSum()
self._squeeze = P.Squeeze (1)
def construct (self, inputs):
out = self._softmax (inputs)
out = self._reduce (out, 2)
out = self._squeeze (out)
return out
class ModelToBeAttacked (BlackModel) :
def _ init_ (self, network):
super (ModelToBeAttacked, self).__init__ ()
self._network = network
def predict (self, inputs):
if len(inputs.shape) ==
inputs = inputs[np.newaxis, :]
result = self._network (Tensor (inputs.astype (np.float32)))
return result.asnumpy ()
net = Net ()
model = ModelToBeAttacked (net)
attack = HopSkipJumpAttack (model)
n, ¢, h, w=1, 1, 32, 32
class_num = 3
x_test = np.asarray(np.random.random((n,c,h,w)), np.float32)
y_test = np.random.randint (0, class_num, size=n)

_, adv_x, _= attack.generate(x_test, y_test)

generate (inputs, labels)

£ for AFER AL ST B

SH:
* inputs (numpy.ndarray) - 515 E1% .
e labels (numpy.ndarray) - HFrbr%s.
Bl

* numpy.ndarray - &SR RE .
* numpy.ndarray - 4= 5 SHFEA

 numpy.ndarray - £ EEAR BT RS

set_target_images (farget_images)

B HAREBIEAT A R
B

* target_images (numpy.ndarray) - H /&% .

class mindarmour.adv_robustness.attacks.NES (model, scene, max_queries=10000, top_k=-1, num_class=10, batch_size=128, epsilon=0.3, sam-

ples_per_draw=128, momentum=0.9, learning_rate=1e-3, max_Ir=>5e-2, min_lr=>5e-4, sigma=1e-

3, plateau_length=20, plateau_drop=2.0, adv_thresh=0.25, zero_iters=10, starting_eps=1.0, start-

ing_delta_eps=0.5, label_only_sigma=1e-3, conservative=2, sparse=True)
%Je B AL ms (Natural Evolutionary Strategies, NES) IihvARYSCEL. NES ] B AR IELRBORAGTTRE I, PASR AR . NES L = /Mg
Query-Limited % & . Partial-Information ¥ F Label-Only 1% .

e query-limit” $E A, Fh H AR A A B A B, R0] DA 1) BT A AR
TE’ partial-info’ & H, K (A FLI top-k FERAHER.
f£’ label-only’ WE 1, Moai N BT AL HUNAR S HE 7 1) k AHERTHRE S 2%
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£ Partial-Information 15 ¥l Label-Only 1% 1, NES 2x#47 HArMedy, HH P FHZAEH set_target_images 75k E H PRI HAREIE -
Z2Z Wk Andrew llyas, Logan Engstrom, Anish Athalye, and Jessy Lin. Black-box adversarial attacks with limited queries and information. In ICML, July 2018,
SH:

« model (BlackModel) - 151 H RfEisd,

* scene (str) - B E B LAY, Bi%{E A Label_Only’.’ Partial_Info’.’ Query_Limit’,

* max_queries (int) - 2E SO HIREA R R 45 . BRIVE: 10000,

« top_k (int) - JIF" Partial-Info’ 3’ Label-Only’ #'%, FmIhi# i (Top-k) f3EAck. XF Query-Limited §%, B AN BLE -1, Bk
fti: -1,

* num_class (int) - HAEE PR BIME: 10,

* batch_size (int) - LUK/, ERIAE: 128,

+ epsilon (float) - Jiti VP IR BRIME: 0.3,

+ samples_per_draw (int) - X EPRFE P2 RIS BUAE: 128,

* momentum (float) - Zfj . ERINE: 0.9.

* learning_rate (float) - 22>J %, BRINfH: le-3,

» max_Ir (float) - Je =g~ 3. BROAH: Se-2.

* min_Ir (float) - e/ 3 BRIAE: Se-4.

* sigma (float) - FENLME ARG BRIMAE: Le-3.

* plateau_length (int) - iR K F M E TG K. BRIAE: 20.

« plateau_drop (float) - i ki il 7-& Drop. BRiAiE: 2.0,

* adv_thresh (float) - XIHiEfE. ERIAME: 0.25.

» zero_iters (int) - JIJ T URR /- 80m) il BRIAE: 10,

« starting_eps (float) - Label-Only 15 & /1 {fi I 520 epsilon. BRiAfi: 1.0,

« starting_delta_eps (float) - Label-Only #4548 Ffl [1Y) delta epsilon. ZRIA(E: 0.5,

+ label_only_sigma (float) - Label-Only 13 & # {8 F Y Sigma. BRA[E: le-3.

* conservative (int) - | T epsilon 3EASHYSFE, QIAREAUEL, EXRFEM. BIAE: 2.

* sparse (bool) - ARy True, W AFRE AFH G AR False, 4 AFR% A one-hot #fih. BRIAME: True.
FEB:

>>> from mindspore import Tensor
>>> from mindarmour import BlackModel
>>> import mindspore.ops.operations as P
>>> from mindarmour.adv_robustness.attacks import NES
>>> class Net (nn.Cell):
def _ init__ (self):
super (Net, self).__init__ ()
self._softmax = P.Softmax ()
self. _reduce = P.ReduceSum/()
self._squeeze = P.Squeeze (1)

def construct (self, inputs):

out = self._softmax (inputs)
out = self._reduce (out, 2)
out = self._squeeze (out)

return out
>>> class ModelToBeAttacked (BlackModel) :
def _ init_ (self, network):
super (ModelToBeAttacked, self).__init__ ()
self._network = network
def predict (self, inputs):
if len(inputs.shape) ==
inputs = np.expand_dims (inputs, axis=0)
result = self._network (Tensor (inputs.astype (np.float32)))
return result.asnumpy ()
>>> net = Net ()
>>> model = ModelToBeAttacked (net)
>>> SCENE = 'Query_Limit'
>>> TOP_K = -1
>>> attack= NES (model, SCENE, top_k=TOP_K)

>>> num_class = 5
>>> x_test = np.asarray(np.random.random( (1, 1, 32, 32)), np.float32)
>>> target_image = np.asarray (np.random.random( (1, 1, 32, 32)), np.float32)

(continues on next page)
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>>> orig_class = 0
>>> target_class = 2
>>> attack.set_target_images (target_image)

>>> tag, adv, queries = attack.generate(np.array(x_test), np.array([target_class]))

generate (inputs, labels)

AR A B bRAR 25 A TR
B
* inputs (numpy.ndarray) - & ¥4 AFEAS .
« labels (numpy.ndarray) - H FRbR%s .
AL
* numpy.ndarray - 5 EGEESER TR {E .
* numpy.ndarray - LR o

* numpy.ndarray - &FNMEEA AR AL

 ValueError - 7£° Label-Only’ B’ Partial-Info’ & rop_k /DT 0.
* ValueError - 7’ Label-Only’ &Y’ Partial-Info’ & target_imgs >4 None,
* ValueError - scene N7 [ ‘Label_Only’ , ‘Partial_Info’ , ‘Query_Limit’ ]

set_target_images (trarget_images)

1E’ Partial-Info’ 5’ Label-Only’ & i & HARMGH Y HRFEAS.
S
e target_images (numpy.ndarray) - H bR B kR4

class mindarmour.adv_robustness.attacks.PointWiseAttack (model, max_iter=1000, search_iter=10, is_targeted=False, init_attack=None,

sparse=True)

ATt (Pointwise Attack ) O e/ INESCRE ) SE BIAR FOA N IR R AR AR 2R OWT AR AS o IIRSETE UG RO — BB R, AR ER X UREA A S AR A A

2 B BE B R T BRI .
S22 #k: L. Schott, J. Rauber, M. Bethge, W. Brendel: “Towards the first adversarially robust neural network model on MNIST” , ICLR (2019),
ZH:
« model (BlackModel) - [ A7,
* max_iter (int) - 2E SO EG ) R GEHERE. BRIAME: 1000,
« search_iter (int) - " iFHIB R ALE. BIAME: 10,
» is_targeted (bool) - HI1%:k True, NN HARYE. WIHJ False, Mk 7cHArdrd. ZRiAfH: False.
« init_attack (Union[Attack, None]) - T A HE S E . BRAE: None,
* sparse (bool) - 415N True, NI AFRZE ARSI Ky False, % ABR%H one-hot Fifd. ERIAfH: True.
FEB:

>>> from mindspore import Tensor
>>> from mindarmour import BlackModel
>>> import mindspore.ops.operations as P
>>> from mindarmour.adv_robustness.attacks import PointWiseAttack
>>> class Net (nn.Cell):
def _ init__ (self):

super (Net, self).__init__ ()

self._softmax = P.Softmax ()

self. _reduce = P.ReduceSum/()

self._squeeze = P.Squeeze(l)

def construct (self, inputs):

out = self._softmax (inputs)
out = self._reduce (out, 2)
out = self._squeeze (out)

return out
>>> class ModelToBeAttacked (BlackModel) :

def _ init_ (self, network):
super (ModelToBeAttacked, self).__init__ ()
self._network = network

def predict (self, inputs):
result = self._network (Tensor (inputs.astype (np.float32)))
return result.asnumpy ()

>>> net = Net ()

(continues on next page)
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>>> np.random.seed (5)

>>> model = ModelToBeAttacked (net)

>>> attack = PointWiseAttack (model)

>>> x_test = np.asarray(np.random.random((1,1,32,32)), np.float32)
>>> y_test = np.random.randint (0, 3, size=1)

>>> is_adv_list, adv_list, query_times_each_adv = attack.generate (x_test, y_test)

generate (inputs, labels)

AR ARSI H Apn 25 A iR HTUREAS «
S

* inputs (numpy.ndarray) - RAYESIAREAS, TRIERUREA

* labels (numpy.ndarray) - %I T4 HARMZE, AR2E @XM HARbRs . 0§ 7o Hirdy, #5452 ground-truth #7145,
B

* numpy.ndarray - f M EE R AR (E.

* numpy.ndarray - A4 XA

* numpy.ndarray - &} MEARF IR

class mindarmour.adv_robustness.attacks.PSOAttack (model, model_type='classification', targeted=False, reserve_ratio=0.3, sparse=True,
step_size=0.5, per_bounds=0.6, c1=2.0, c2=2.0, ¢=2.0, pop_size=6, t_max=1000, pm=0.5,
bounds=None)
PSO Wiy R TR T HEMLAL (Particle Swarm Optimization) SVARY R G, JE T LAV, UG i Rayan Mosli 55 A (2019) 2.
22 C#k : Rayan Mosli, Matthew Wright, Bo Yuan, Yin Pan, “They Might NOT Be Giants: Crafting Black-Box Adversarial Examples with Fewer Queries Using Particle
Swarm Optimization” , arxiv: 1909.07490, 2019.,

B

« model (BlackModel) - H #7517 .

» step_size (Union[int, float]) - il . BRAAE: 0.5.

* per_bounds (Union[int, float]) - $LE1 IR ZZ LB . BOAME: 0.6,

* cl (Union[int, float]) - £LE R4, ERINE: 2.

* ¢2 (Unionl[int, float]) - A R4 BRIAME: 2.

* ¢ (Union[int, float]) - #hHRAALE . BAIAE: 2.

* pop_size (int) - fr T4, NOKTE. BRIME: 6.

o t_max (int) - FPXPREARMRARILARE, WATE. BIME: 1000,

« pm (Union[int, float]) - 282502, WAE (0,1) BIFEREIN. ZRIME: 0.5,

* bounds (Union[list, tuple, None]) - £ffif) LR 5. DA Bdfid/IMEL, Bl fE) rBit 3. BRIAE: None,

+ targeted (bool) - M5 True, WIS HAREGH . WA False, WISHTEHARET. model_type =" detection” {{SZHFIJCH ARG, #RIAME: False.

* sparse (bool) - {1y True, Wi AFREAFEE IS QIR False, N4 AFR% A one-hot 4ifi. BRIAE: True.

« model_type (str) - H AR5, PfEZHF classification’ 1’ detection’ . BRIA{E:’ classification’ .

* reserve_ratio (Union[int, float]) - Xty )5 TR I IR R ET 20 e, T model_type =" detection” #3. PREA HEAAE (0, 1) BOVERI . BROAME: 0.3.
FrB:

>>> import mindspore.nn as nn
>>> from mindspore import Tensor
>>> from mindspore.nn import Cell
>>> from mindarmour import BlackModel
>>> from mindarmour.adv_robustness.attacks import PSOAttack
>>> class ModelToBeAttacked (BlackModel) :
def _ init_ (self, network):
super (ModelToBeAttacked, self).__init__ ()
self._network = network
def predict (self, inputs):
if len(inputs.shape) ==
inputs = np.expand_dims (inputs, axis=0)
result = self._network (Tensor (inputs.astype (np.float32)))
return result.asnumpy ()
>>> class Net (Cell):
def _ init_ (self):
super (Net, self).__init__ ()
self. _relu = nn.ReLU()
def construct (self, inputs):

out = self._relu(inputs)

(continues on next page)
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return out
>>> net = Net ()
>>> model = ModelToBeAttacked (net)
>>> attack = PSOAttack (model, bounds=(0.0, 1.0), pm=0.5, sparse=False)

>>> batch_size = 6
>>> x_test = np.random.rand (batch_size, 10)
>>> y_test = np.random.randint (low=0, high=10, size=batch_size)

>>> y_test = np.eye(10) [y_test]
>>> y_test = y_test.astype(np.float32)

>>> _, adv_data, _ = attack.generate(x_test, y_test)

generate (inputs, labels)

MRk A KA H bidnss (30 ground_truth #7325 ) AR JSOGHTAEAS .
SH:
« inputs (Union[numpy.ndarray, tuple]) - #j AFEZS .,
— R model_type =" classification’ , N4y A B =N 2 numpy.ndarray . % A BRS AT PASE (inputl, input2, -++).
— N5 model_type =" detection’ , M| HREZ—E4.
* labels (Union[numpy.ndarray, tuple]) - H Fptpss-ak ground-truth #3-%5
— N model_type =" classification’ , FRZ5A4% 2 "4 numpy.ndarray
— WK model_type =" detection’ , FR2: RSN (gt_boxes, gt_labels) .
B
* numpy.ndarray - & NECHER IA RE
 numpy.ndarray - £ B ST HUEEAS

* numpy.ndarray - &FMEA AR AL

class mindarmour.adv_robustness.attacks.SaltAndPepperNoiseAttack (model, bounds=(0.0, 1.0), max_iter=100, is_targeted=False,

sparse=True)

S S PR P R DA OO AR

SR

+ model (BlackModel) - H i,

* bounds (tuple) - #dfafy BT . DA Bdlidm/ME, BdlimoR ) i B, BOAE: (0.0, 1.0),

* max_iter (int) - 42 SATPIREA IR E . BRIAE: 100,

* is_targeted (bool) - 15K True, W HARYHE . WA False, WIhJoHARME . BRIAAE: False.

» sparse (bool) - {1IH True, W AAREAMBITS. AR K False, Nk AFREEA one-hot 4. BRINE: True.
P

>>> from mindspore import Tensor
>>> from mindarmour import BlackModel
>>> import mindspore.ops.operations as P
>>> from mindarmour.adv_robustness.attacks import SaltAndPepperNoiseAttack
>>> class Net (nn.Cell):
def _ init_ (self):

super (Net, self).__init__ ()

self._softmax = P.Softmax ()

self._reduce = P.ReduceSum()

self._squeeze = P.Squeeze (1)

def construct (self, inputs):

out = self._softmax (inputs)
out = self._reduce (out, 2)
out = self._squeeze (out)

return out
>>> class ModelToBeAttacked (BlackModel) :
def _ init_ (self, network):
super (ModelToBeAttacked, self)._ _init__ ()
self._network = network

def predict (self, inputs):

if len(inputs.shape) == 1:
inputs = np.expand_dims (inputs, axis=0)
result = self._network (Tensor (inputs.astype (np.float32)))

return result.asnumpy ()
>>> net = Net ()
>>> model = ModelToBeAttacked (net)
>>> attack = SaltAndPepperNoiseAttack (model)

(continues on next page)
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>>> X_test
>>> y_test

>>>

= np.asarray (np.random.random( (1,1,32,32)), np.float32)

= np.random.randint (0, 3, size=1)

_, adv_1list, _ = attack.generate(x_test, y_test)

generate (inputs, labels)

R AR B 25 X HTUREAS

BH:

B

inputs (numpy.ndarray) - JFIEHT . KZIBHHEA

labels (numpy.ndarray) - H #7725 .

numpy.ndarray - 54 R R (E
numpy.ndarray - A B RHTTREAS o

numpy.ndarray - 5N A IIREL .
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THREE

MINDARMOUR.ADV_ROBUSTNESS.DEFENSES

AR 2 BT ESE, T B IUREAS , SR ) 22 AP AT

class mindarmour.adv_robustness.defenses.AdversarialDefense (network, loss_fn=None, optimizer=None)

(45 E R HURE A IEA T 25

SH:

« network (Cell) - ZE[J 1) MindSpore P %% .

* loss_fn (Union[Loss, None]) - 15 pi%L. ERIA{E: None.

+ optimizer (Cell) - I TIZRI 4RItk . BRIAE: None.,
Fetil:

>>> from mindspore.nn.optim.momentum import Momentum
>>> import mindspore.ops.operations as P
>>> from mindarmour.adv_robustness.defenses import AdversarialDefense
>>> class Net (nn.Cell) :
def _ init__ (self):

super (Net, self).__init__ ()

self._softmax = P.Softmax ()

self._dense = nn.Dense (10, 10)

self._squeeze = P.Squeeze (1)

def construct (self, inputs):

out = self._softmax (inputs)
out = self._dense (out)
out = self._squeeze (out)

return out
>>> net = Net ()

>>> 1lr = 0.001

>>> momentum = 0.9
>>> batch_size = 16
>>> num_classes = 10

>>> loss_fn = nn.SoftmaxCrossEntropyWithLogits (sparse=False)

>>> optimizer = Momentum(net.trainable_params (), learning_rate=lr, momentum=momentum)

>>> adv_defense = AdversarialDefense(net, loss_fn, optimizer)

>>> inputs = np.random.rand (batch_size, 1, 10).astype(np.float32)
>>> labels = np.random.randint (10, size=batch_size) .astype(np.int32)
>>> labels = np.eye(num_classes) [labels] .astype (np.float32)

>>> adv_defense.defense (inputs, labels)

defense (inputs, labels)

T 0 T Ay AR AR HEA TN R S AR R
B
« inputs (numpy.ndarray) - ¥ AFEZS
* labels (numpy.ndarray) - i AFEAHIRRZE .
B
* numpy.ndarray - [ fH#EEERK .

=

W

class mindarmour.adv_robustness.defenses.AdversarialDefenseWithAttacks (network, attacks, loss_fn=None, optimizer=None, bounds=(0.0,

1.0), replace_ratio=0.5)
FI R T 7 A 25 58 BB AT RTINS, DABS SRR () B ke

ZH:

network (Cell) - ZEi () MindSpore %% .

attacks (list[Attack]) - 25 5 3541

loss_fn (Union[Loss, None]) - #12kpi%. BRIAME: None,

« optimizer (Cell) - FI T NZM AL . BRIAME: None.

bounds (tuple) - £ LT 5. PA (clip_min, clip_max) FERH L. FIAE: (0.0, 1.0),
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« replace_ratio (float) - FXHHUREARHUSUIAREA T Lo, ANATFE O 31 1 2 [, BRIAME: 0.5,
L
* ValueError - replace_ratio 75 0 F1 1 ZJH].
FEBI:
>>> from mindspore.nn.optim.momentum import Momentum
>>> import mindspore.ops.operations as P
>>> from mindarmour.adv_robustness.attacks import FastGradientSignMethod
>>> from mindarmour.adv_robustness.attacks import ProjectedGradientDescent
>>> from mindarmour.adv_robustness.defenses import AdversarialDefenseWithAttacks
>>> class Net (nn.Cell):
def _ init_ (self):

super (Net, self).__init__ ()

self._softmax = P.Softmax ()

self._dense = nn.Dense (10, 10)

self._squeeze = P.Squeeze (1)

def construct (self, inputs):

out = self._softmax (inputs)

out = self._dense (out)

out = self._squeeze (out)

return out
>>> net = Net ()
>>> 1lr = 0.001
>>> momentum = 0.9
>>> batch_size = 16
>>> num_classes = 10
>>> loss_fn = nn.SoftmaxCrossEntropyWithLogits (sparse=False)
>>> optimizer = Momentum(net.trainable_params (), learning_rate=lr, momentum=momentum)
>>> fgsm = FastGradientSignMethod(net, loss_fn=loss_fn)
>>> pgd = ProjectedGradientDescent (net, loss_fn=loss_fn)
>>> ead = AdversarialDefenseWithAttacks (net, [fgsm, pgd], loss_fn=loss_fn,

optimizer=optimizer)

>>> inputs = np.random.rand (batch_size, 1, 10).astype(np.float32)
>>> labels = np.random.randint (10, size=batch_size) .astype(np.int32)
>>> labels = np.eye(num_classes) [labels] .astype (np.float32)
>>> loss = ead.defense (inputs, labels)

defense (inputs, labels)

L 0 T D AR TR R B AR I 6 R AR
H

=

W

« inputs (numpy.ndarray) - % AFEZS .
¢ labels (numpy.ndarray) - %y AFEARIIHRES
R

* numpy.ndarray - XF4PERG I ER K .

class mindarmour.adv_robustness.defenses.NaturalAdversarialDefense (network, loss_fn=None, optimizer=None, bounds=(0.0, 1.0), re-

place_ratio=0.5, eps=0.1)
HF FGSM i xpot: il 24 .

%3 CEk: A. Kurakin, etal., “Adversarial machine learning at scale,” in ICLR, 2017,

SR

network (Cell) - ZE[i /) MindSpore [#45 .

loss_fn (Union[Loss, None]) - #12k pi%. ERIAME: None,

optimizer (Cell) - [ T2 4 1Ak 2. BRIAME: None,

bounds (tuple) - ZHi R 5. DL (clip_min, clip_max) FE= B, BRIME: (0.0, 1.0).
replace_ratio (float) - JIXHUFEA R AGFEARRY LA . BRIME: 0.5,

eps (float) - itiJrik (FGSM) Ay, BRIAME: 0.1,

FEB:

>>> from mindspore.nn.optim.momentum import Momentum

>>> import mindspore.ops.operations as P
>>> from mindarmour.adv_robustness.defenses import NaturalAdversarialDefense
class Net (nn.Cell) :

def _ init_ (self):

>>>

super (Net, self).__init__ ()

self._softmax

P.Softmax ()

(continues on next page)
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self._dense = nn.Dense (10, 10)
self._squeeze = P.Squeeze (1)

def construct (self, inputs):

out = self._softmax (inputs)
out = self._dense (out)
out = self._squeeze (out)

return out
>>> net = Net ()
>>> 1lr = 0.001
>>> momentum = 0.9
>>> batch_size = 16
>>> num_classes = 10
>>> loss_fn = nn.SoftmaxCrossEntropyWithLogits (sparse=False)
>>> optimizer = Momentum(net.trainable_params (), learning_rate=1lr, momentum=momentum)

>>> nad = NaturalAdversarialDefense(net, loss_fn=loss_fn, optimizer=optimizer)

>>> inputs = np.random.rand(batch_size, 1, 10).astype(np.float32)
>>> labels = np.random.randint (10, size=batch_size).astype(np.int32)
>>> labels = np.eye(num_classes) [labels] .astype (np.float32)

>>> loss = nad.defense (inputs, labels)

class mindarmour.adv_robustness.defenses.ProjectedAdversarialDefense (network, loss_fn=None, optimizer=None, bounds=(0.0,
1.0), replace_ratio=0.5, eps=0.3, eps_iter=0.1, nb_iter=5,

norm_level="inf")

BT PGD Rt 2R
S HEk: A. Madry, et al.,, “Towards deep learning models resistant to adversarial attacks,” in ICLR, 2018,
ZH:
« network (Cell) - ZZ[5f#If{) MindSpore M4 .
* loss_fn (Union[Loss, None]) - f12 K%, ERIA{E: None,
* optimizer (Cell) - I TIIZMZZ 1 TEAL AR . BRINME: None.
* bounds (tuple) - # ABHERY L. DA (clip_min, clip_max) fIEH . BRHAME: (0.0, 1.0).
* replace_ratio (float) - JIXHIAEARHEIAFEA Y LA BRUIAME: 0.5,
o eps (float) - PGD 154 epsilon. 2RIA(E: 0.3,
« eps_iter (int) - PGD &2, NI epsilon, ERIAfE: 0.1,
* nb_iter (int) - PGD XifiZ 4k, £ EL. BIAE: 5.
 norm_level (Union[int, char, numpy.inf]) - JE$2EA ., AIE(E: 1. 2, npinf,’ 117, 12°.° np.inf’ B{ ‘inf’, BRIA(H:  inf’.

FEBil:

>>> from mindspore.nn.optim.momentum import Momentum
>>> import mindspore.ops.operations as P
>>> from mindarmour.adv_robustness.defenses import ProjectedAdversarialDefense
>>> class Net (nn.Cell):
def _ init__ (self):

super (Net, self).__init__ ()

self._softmax = P.Softmax ()

self._dense = nn.Dense (10, 10)

self._squeeze = P.Squeeze (1)

def construct (self, inputs):

out = self._softmax (inputs)
out = self._dense (out)
out = self._squeeze (out)

return out
>>> net = Net ()
>>> 1lr = 0.001
>>> momentum = 0.9
>>> batch_size = 16
>>> num_classes = 10
>>> loss_fn = nn.SoftmaxCrossEntropyWithLogits (sparse=False)
>>> optimizer = Momentum(net.trainable_params (), learning_rate=lr, momentum=momentum)

>>> pad = ProjectedAdversarialDefense (net, loss_fn=loss_fn, optimizer=optimizer)

>>> inputs = np.random.rand(batch_size, 1, 10).astype(np.float32)
>>> labels = np.random.randint (10, size=batch_size).astype(np.int32)
>>> labels = np.eye(num_classes) [labels] .astype (np.float32)

>>> loss = pad.defense (inputs, labels)

class mindarmour.adv_robustness.defenses.EnsembleAdversarialDefense (network, attacks, loss_fn=None, optimizer=None, bounds=(0.0,

1.0), replace_ratio=0.5)
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(I RF R B YR RN G S8 X HUREA A XTI, ARSI Y B e i
SR
« network (Cell) - L[ 4If¥) MindSpore %% .
» attacks (list[Attack]) - Brili /7 VA F 91
¢ loss_fn (Union[Loss, None]) - 1<% ERIA{E: None.
« optimizer (Cell) - Il Tl M 1AL . BRIAME: None,
« bounds (tuple) - HHEf R A . LA (clip_min, clip_max) i H . BRIAME: (0.0, 1.0).
* replace_ratio (float) - X HTRE AR FIAREAS LA, L0204 0 3] 1 2 i) BRIAME: 0.5.

* ValueError - replace_ratio £ 0 F1 1 Z [d].

>>> from mindspore.nn.optim.momentum import Momentum
>>> import mindspore.ops.operations as P
>>> from mindarmour.adv_robustness.attacks import FastGradientSignMethod
>>> from mindarmour.adv_robustness.attacks import ProjectedGradientDescent
>>> from mindarmour.adv_robustness.defenses import EnsembleAdversarialDefense
>>> class Net (nn.Cell):
def _ init_ (self):

super (Net, self).__init__ ()

self._softmax = P.Softmax ()

self._dense = nn.Dense (10, 10)

self._squeeze = P.Squeeze (1)

def construct (self, inputs):

out = self._softmax (inputs)
out = self._dense (out)
out = self._squeeze (out)

return out
>>> net = Net ()

>>> 1r = 0.001

>>> momentum = 0.9

>>> batch_size 16

>>> num_classes = 10

>>> loss_fn = nn.SoftmaxCrossEntropyWithLogits (sparse=False)

>>> optimizer = Momentum(net.trainable_params (), learning_rate=lr, momentum=momentum)

>>> fgsm = FastGradientSignMethod(net, loss_fn=loss_fn)

>>> pgd = ProjectedGradientDescent (net, loss_fn=loss_£fn)

>>> ead EnsembleAdversarialDefense (net, [fgsm, pgd], loss_fn=loss_fn,

optimizer=optimizer)

>>> inputs = np.random.rand(batch_size, 1, 10).astype(np.float32)
>>> labels = np.random.randint (10, size=batch_size).astype(np.int32)
>>> labels = np.eye(num_classes) [labels].astype (np.float32)

>>> loss = ead.defense(inputs, labels)
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MINDARMOUR.ADV_ROBUSTNESS.DETECTORS

LA T DX RFPURE A AR AR AR 25 T3 35 o

class mindarmour.adv_robustness.detectors.ErrorBasedDetector (aufo_encoder, false_positive_rate=0.01, bounds=(0.0, 1.0))

Rl R AR, R ERE, HEAEERE R,

S Wk MagNet: a Two-Pronged Defense against Adversarial Examples, by Dongyu Meng and Hao Chen, at CCS 2017.,

B

* auto_encoder (Model) - —4~ (YIZ5itiy) Bhgmidas, XA R R #FTER.
« false_positive_rate (float) - {25 HimiRE . BHAE: 0.01,

« bounds (tuple) - (clip_min, clip_max). ZRiA{E: (0.0, 1.0).

FEpl:

>>>

>>>

>>>

>>>

>>>

>>>

>>>

>>>

>>>

>>>

>>>

>>>

>>>

from mindspore.ops.operations import Add
from mindspore import Model
from mindarmour.adv_robustness.detectors import ErrorBasedDetector
class Net (nn.Cell) :
def _ init_ (self):
super (Net, self).__init__ ()
self.add = Add()
def construct (self, inputs):
return self.add(inputs, inputs)
np.random. seed (5)
ori = np.random.rand (4, 4, 4).astype(np.float32)

np.random. seed (6)

adv = np.random.rand (4, 4, 4).astype(np.float32)
model = Model (Net ())

detector = ErrorBasedDetector (model)
detector.fit (ori)

adv_ids = detector.detect (adv)

adv_trans = detector.transform(adv)

detect (inputs)

Rl AEAS A BA U
S

* inputs (numpy.ndarray) - f AW AT SEREA .
R

o list[int] - FEASZ AR RARGME. AR reslil=1, MRG0 1 T AREASZ X HTMERY .

detect_diff (inputs)

S J5 A AR H A AR [ R
B

* inputs (numpy.ndarray) - i AFEA .
ALK

« float - FEEHEATI S AL AS 2 (R FE S .

£it (inputs, labels=None)

FARE E BRI, AU AR
BH:

* inputs (numpy.ndarray) - i AFEAS

* labels (numpy.ndarray) - i AFEARIARAE . BRIAE: None.
Bl :

* float - X3 XHHUREAS T R PEREAR I A -
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set_threshold (threshold)
B FE .
SH:
« threshold (float) - 5 [S(H .

transform (inputs)

HEH AR
BH:

« inputs (numpy.ndarray) - % AFEAS
AR

* numpy.ndarray - & 23 &% .

class mindarmour.adv_robustness.detectors.DivergenceBasedDetector (auto_encoder, model, option="jsd’, t=1, bounds=(0.0, 1.0))
BT R HIOAI 88~ 10 js KOk KT IE S AEA DA .
S Wk MagNet: a Two-Pronged Defense against Adversarial Examples, by Dongyu Meng and Hao Chen, at CCS 2017.,

B

auto_encoder (Model) - £ i #L7

model (Model) - H AR,

* option (str) - I T HHE LB E. BOIME: jsd’.

t (int) - F T 5 ARENAA I i s . BRI 1.

bounds (tuple) - ZHi R 5. DA (clip_min, clip_max) FE=0HEE. BRIME: (0.0, 1.0),

FEBil:

>>> import mindspore.ops.operations as P
>>> from mindspore.nn import Cell
>>> from mindspore import Model
>>> from mindarmour.adv_robustness.detectors import DivergenceBasedDetector
>>> class PredNet (Cell):
def _ init_ (self):
super (PredNet, self).__init__ ()
self.shape = P.Shape()
self.reshape = P.Reshape/()
self._softmax = P.Softmax ()
def construct (self, inputs):
data = self.reshape (inputs, (self.shape(inputs) [0], —-1))
return self._softmax (data)
>>> class Net (Cell):
def _ init_ (self):
super (Net, self).__init__ ()
self.add = P.Add()
def construct (self, inputs):
return self.add(inputs, inputs)
>>> np.random.seed (5)
>>> ori = np.random.rand (4, 4, 4).astype(np.float32)
>>> np.random.seed (6)
>>> adv = np.random.rand (4, 4, 4).astype(np.float32)
>>> encoder = Model (Net ())
>>> model = Model (PredNet ())
>>> detector = DivergenceBasedDetector (encoder, model)
>>> threshold = detector.fit (ori)
>>> detector.set_threshold(threshold)
>>> adv_ids = detector.detect (adv)

>>> adv_trans = detector.transform(adv)

detect_diff (inputs)
RO s A AR T FERAE A 22 TR P B

P B ISD 114,
SH:
« inputs (numpy.ndarray) - ¥ AFEZ
B
* float - JH .
S

» NotImplementedError - A 371524k option .
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class mindarmour.adv_robustness.detectors.RegionBasedDetector (model, number_points=10, initial_radius=0.0, max_radius=1.0,

search_step=0.01, degrade_limit=0.0, sparse=False)

B S RS Ep Al Ee SV PO G = o 3 s eSS TA R S = MM A S TR W Y Re w1 D il Al 0 = SN VX ol AN o T RO K ] = 22 NS
Z2% Wk Mitigating evasion attacks to deep neural networks via region-based classification
S
» model (Model) - H #73B5l
* number_points (int) - MJFEIRFEAR IS A Ao FEAR% . BRIAME: 10,
« initial_radius (float) - #8577 &FI A4 . BRHAE: 0.0,
« max_radius (float) - #37  ERM REE. BHAME: 1.0,
« search_step (float) - PR RME . EHAE: 0.01,
* degrade_limit (float) - 43 kSR Al 532 NI . BRIAE: 0.0,
* sparse (bool) - A A True, W AR NMFGF IniD . A0SR A False, N AFRZ A onehot 4fid. 2RIAME: False.
Fets:
>>> from mindspore.ops.operations import Add
>>> from mindspore import Model
>>> from mindarmour.adv_robustness.detectors import RegionBasedDetector
>>> class Net (nn.Cell) :
def _ _init__ (self):
super (Net, self).__init__ ()
self.add = Add()
def construct (self, inputs):
return self.add(inputs, inputs)
>>> np.random.seed (5)
>>> ori = np.random.rand (4, 4).astype(np.float32)
>>> labels = np.array([([1, O, O, O], (O, O, 1, O], [O, O, 1, O],
[0, 1, 0, 0]]).astype(np.int32)
>>> np.random.seed (6)
>>> adv = np.random.rand (4, 4).astype(np.float32)
>>> model = Model (Net ())
>>> detector = RegionBasedDetector (model)
>>> radius = detector.fit (ori, labels)
>>> detector.set_radius (radius)
>>> adv_1ids = detector.detect (adv)

detect (inputs)

FBr AEAS 2 BA .
B

* inputs (numpy.ndarray) - 2 FIBTHY AT BERE A .
AR

o list[int] - FEASZ A RAXYIE. AR reslil=1, MZG 108 1 (T AREASZ DI .

detect_diff (inputs)

30 [ J5 2 0 35 SRR 5 DX Bl g 0 ) 45
S

« inputs (numpy.ndarray) - 1 AL,
VALK

* numpy.ndarray - i AEA (14 JUR BI04 AR DI T 45 2R

£it (inputs, labels=None)

WNZRAGI 25 ok o E e A2 A
SR

e inputs (numpy.ndarray) - &R,

« labels (numpy.ndarray) - %y AREA[) ground truth #R%5 .
Bl

* float - 245

set_radius (radius)

B AR,
SH:
e radius (float) - KIHY2E4E .

BRiA{E: None,
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transform (inputs)

R AFEA AR B AL T 1K
SH:
« inputs (numpy.ndarray) - ¥ AFEZA
ALK
* numpy.ndarray - & MEAK 7 1

class mindarmour.adv_robustness.detectors.SpatialSmoothing (model, ksize=3, is_local_smooth="True, metric="l11', false_positive_ratio=0.05)
H T2 R BRI T . S S e . P EER NISEE N, B R AR ER . M BB A EAE AR S 1 T . R0 AR R (2 S, R LW R ko)
PrkEA .

ZH

+ model (Model) - H i,

* ksize (int) - I LR/ BROIMA: 3.

* is_local_smooth (bool) - W15k True, WA Joi T . WISk False, WIJCRFCFE . BRIME: True,
* metric (str) - BEEG U575, BRIAE: 117,

» false_positive_ratio (float) - REFEA FRYRIEZR. ERIAE: 0.05.

FEBil:

>>>

>>>

>>>

>>>

>>>

>>>

>>>

>>>

>>>

>>>

>>>

>>>

>>>

>>>

import mindspore.ops.operations as P
from mindspore import Model
from mindarmour.adv_robustness.detectors import SpatialSmoothing
class Net (nn.Cell) :
def _ init__ (self):
super (Net, self).__init__ ()
self._softmax = P.Softmax ()
def construct (self, inputs):
return self._softmax (inputs)
input_shape = (50, 3)
np.random.seed (1)
input_np = np.random.randn (*input_shape) .astype (np.float32)
np.random. seed (2)
adv_np = np.random.randn (*input_shape) .astype (np.float32)
model = Model (Net ())
detector = SpatialSmoothing (model)
threshold = detector.fit (input_np)
detector.set_threshold(threshold.item())

detected_res = np.array(detector.detect (adv_np))

detect (inputs)

R AAEAS A XA o
B
* inputs (numpy.ndarray) - £ FIWr i) ] BEREA
AL
« listlint] - FEACR A BAXHIME. W reslil=1, WIZRT1HR i W AFEA XA,

detect_diff (inputs)

AR [ i AREAS 5 PR R A 2 [ S R B B (761 I 1) -
SR

* inputs (numpy.ndarray) - 13 W) AT SEREA .
B :

* float - JH 5,

£it (inputs, labels=None)

YIZRAS I 25 D B 36 224 1) IR (RS i O R AR A i SRR B E /N T4 8 A
ZH:

* inputs (numpy.ndarray) - REFEAS

« labels (numpy.ndarray) - #tiA None.
B

* float - J{H, KR TIZEEMEEME NIE, RIXHiHE.

set_threshold (threshold)

BB
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SH:
» threshold (float) - #6 54 .

class mindarmour.adv_robustness.detectors.EnsembleDetector (detectors, policy="vote")

Pl g, IS &9 R AREAS S I U RE AR

ZH:

« detectors (Union[tuple, list]) - Rl 28 77 ¥4 %% ,

« policy (str) - Ze3fE5En%, BUERIH vote’ .’ all’.’ any’, ERIA{H:’ vote’
Feil:

>>> from mindspore.ops.operations import Add
>>> from mindspore import Model
>>> from mindarmour.adv_robustness.detectors import ErrorBasedDetector
>>> from mindarmour.adv_robustness.detectors import RegionBasedDetector
>>> from mindarmour.adv_robustness.detectors import EnsembleDetector
>>> class Net (nn.Cell):
def _ init_ (self):
super (Net, self).__init__ ()
self.add = Add()
def construct (self, inputs):
return self.add(inputs, inputs)
>>> class AutoNet (Cell):
def _ init__ (self):
super (AutoNet, self).__init__ ()
self.add = Add()
def construct (self, inputs):
return self.add(inputs, inputs)
>>> np.random.seed (6)
>>> adv = np.random.rand(4, 4).astype(np.float32)
>>> model = Model (Net ())
>>> auto_encoder = Model (AutoNet ())
>>> random_label = np.random.randint (10, size=4)
>>> labels = np.eye(10) [random_label]
>>> magnet_detector = ErrorBasedDetector (auto_encoder)
>>> region_detector = RegionBasedDetector (model)
>>> region_detector.fit (adv, labels)
>>> detectors = [magnet_detector, region_detector]
>>> detector = EnsembleDetector (detectors)

>>> adv_ids = detector.detect (adv)

detect (inputs)
M AREAS SR IS BT s 1

BH:

* inputs (numpy.ndarray) - i AFEAS
B

o list[int] - FEASZ AR RARAME. AR reslil=1, MZRT 8 1 T AREASZ X HUREA .
S

* ValueError - /375550 .

detect_diff (inputs)
WAL R R T

SH:

« inputs (Union[numpy.ndarray, list, tuple]) - Fj F-BIEHiREA
LAk

 NotImplementedError - I K EFEEE R T AT H -

£it (inputs, labels=None)
Bl I BB —FE LSRR . IE VAR AT

S
* inputs (numpy.ndarray) - 1% B{E 5 .

* labels (numpy.ndarray) - (i 0FR%E . BRIA{E: None.,

* NotImplementedError - It bR 507ESE B H AT H o
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transform (inputs)

T PR AR RS HURE RS . TR IR R AT

W
=

« inputs (Union[numpy.ndarray, list, tuple]) - F TGz XHHirEA

o
%

 NotImplementedError - [t R EELE N P AT .

class mindarmour.adv_robustness.detectors.SimilarityDetector (frans_model, max_k_neighbor=1000, chunk_size=1000,
max_buffer_size=10000, tuning=False, fpr=0.001)

RSN A5 D A SR AL 2 [ AR, RS DART R AL A R AT (B A3

£ CHk: Stateful Detection of Black-Box Adversarial Attacks by Steven Chen, Nicholas Carlini, and David Wagner. at arxiv 2019,

SH:
« trans_model (Model) - —/> MindSpore F58Y, -4 A B GmAd o (G2 ) & .
« max_k_neighbor (int) - FiT 48 & REE . BRHAE: 1000,
* chunk_size (int) - ZFP XK/, BRAME: 1000,
« max_buffer_size (int) - fx KX K/N. BRHAME: 10000,
+ tuning (bool) - 15 k it 4RAY-F- IS .
— R tuning’ ° true, k= max_k_neighbor .
— WK False, k=1,---, max_k_neighbor . ERIA{H: False,
» fpr (float) - AEAMFH] ERTRIE . BRIAE: 0.001
FEB:
>>> from mindspore.ops.operations import Add
>>> from mindspore.nn import Cell
>>> from mindspore import Model
>>> from mindarmour.adv_robustness.detectors import SimilarityDetector
>>> class EncoderNet (Cell) :

>>>

>>>

>>>

>>>

>>>

>>>

>>>

>>>

>>>

>>>

>>>

>>>

>>>

def _ init_ (self, encode_dim):

super (EncoderNet, self).__init__ ()

self._encode_dim = encode_dim

self.add = Add()
def construct (self, inputs):

return self.add(inputs, inputs)
def get_encode_dim(self):

return self._encode_dim

np.random. seed (5)

X_train = np.random.rand (10, 32, 32, 3).astype(np.float32)

perm = np.random.permutation(x_train.shape[0])

benign_queries = x_train[perm[:10], :, :, :]

suspicious_queries = x_train[perm[-1], :, :, :] + np.random.normal (O,

suspicious_queries = suspicious_queries.astype (np.float32)

encoder = Model (EncoderNet (encode_dim=256))
detector = SimilarityDetector (max_k_neighbor=3,

thresholds =

trans_model=encoder)
num_nearest_neighbors, detector.fit (inputs=x_train)
detector.set_threshold (num_nearest_neighbors[-1], thresholds[-11])
detector.detect (benign_gueries)

detections = detector.get_detection_interval ()

detected_qgueries = detector.get_detected_queries|()

0.

05,

(10,)

+ x_train.shape[l:])

clear_buffer ()

TR h XINAT .

detect (inputs)

AL FRAT 1) ARSI 8 A
S

+ inputs (numpy.ndarray) - £ifJF51) .
S

* ValueError - [S{E 5} set_threshold 7 num_of _neighbors Z 7] H

detect_diff (inputs)

M AREAS A IS HUREAS , A0S DAL 27 I AR ) predict_proba pR£Y
S

« inputs (Union[numpy.ndarray, list, tuple]) - F TGz XA,
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L
 NotImplementedError - I pRE(TE SimilarityDetector 2% (class) HUAEH] o

£it (inputs, labels=None)
Ab PR AN GREHR DAV BB . 38 24 1 BB A B AR T 45 2 (L

SR
* inputs (numpy.ndarray) - T35 BE A I 2R 8 .
* labels (numpy.ndarray) - YIIZEHRIIFRZE -

Rl :
* list[int] - ST 4BIEE .

o list[float] - A~[7] k {14 (i .

_.j}

Bl .
I

e ValueError - Y| Z: 505180 T max_k_neighbor .

get_detected_queries ()

AR I B ) AL R T
B
* list[int] - A& I BB A W TS .

get_detection_interval ()

ARIURH SIAR I 2 1] 14 ] B
B
* list[int] - FH&AG I 2 A0 ALK

set_threshold (num_of_neighbors, threshold)
B 24 num_of _neighbors Fl1 threshold.

B
« num_of_neighbors (int) - FIT4B1ES .
« threshold (float) - #5: [F(H .

transform (inputs)

LB AREAS FH AR o
e
* inputs (Union[numpy.ndarray, list, tuple]) - F TGl 2 X HikEA,

W

3
ok

 NotImplementedError - [t 85507 SimilarityDetector 25 (class) AW H .

35



CHAPTER

FIVE

MINDARMOUR.ADV_ROBUSTNESS.EVALUATIONS

S SRR e N I A R LB AU U B

class mindarmour.adv_robustness.evaluations.AttackEvaluate (inputs, labels, adv_inputs, adv_preds, targeted=False, target_label=None)

B E RSN T I

ZH

* inputs (numpy.ndarray) - JEUGHEAR

* labels (numpy.ndarray) - Jii i#F 45 (1) one-hot #g = HR% o

* adv_inputs (numpy.ndarray) - MJSUIRHEAE I XHTAEAS .

* adv_preds (numpy.ndarray) - XSRS B A AR B AR .

« targeted (bool) - QIS True, WIS HFRYd. WISy False, WyJGHARYGE . BOIAMA: False.

« target_label (numpy.ndarray) - XHAEA N HARARZE, & K/NA adv_inputs.shape[0] [)—4E. BRIAME: None.

S
* ValueError - 15 targeted “}j True I}, target_label /) None.
FEB:
>>> from mindarmour.adv_robustness.evaluations import AttackEvaluate

>>>

>>>

>>>

>>>

>>>

>>>

>>>

>>>

>>>

>>>

>>>

x = np.random.normal (size=(3, 512, 512, 3))
adv_x = np.random.normal (size=(3, 512, 512, 3))
y = np.array([[0.1, 0.1, 0.2, 0.6],

(0.2, 0.7, 0.0, 0.21,

(0.8, 0.1, 0.0, 0.111)
adv_y = np.array([[0.1, 0.1, 0.2, 0.6],

[6.1, 0.0, 0.8, 0.11,

[0.0, 0.9, 0.1, 0.011)
attack_eval = AttackEvaluate (x, y, adv_x, adv_y)
mr = attack_eval.mis_classification_rate()
acac = attack_eval.avg_conf_adv_class()

1.0, 1.2, 1_inf = attack_eval.avg_lp_distance()

ass = attack_eval.avg_ssim()
nte = attack_eval.nte ()
actc = attack_eval.avg_conf_true_class()

avg_conf_adv_class ()

THRXHIRRT- Y B (ACAC).,
B
« float - JuFl7E (0,1) Z[nl. {EBGR, HobsbBoms.

avg_conf_true_class ()

THEEMFIIERFE (ACTC).,
B
« float - JUEI7E (0,1) ZIAl. {HBAR, BB,

avg_lp_distance ()

T Ip Bigg (Ip-dist) .
HALE
* float - 3 [l I A7 SN HUREAS A4 1077 127 B linf” BEEY, IR EMEALHE DAL :
- WERIREME >=0, WGP Ip Bigg. (B, Zodmtsonid).
— QAR MER-1, WA I IR

avg_ssim ()

TR LA YE (ASS),
B
o float - “FH 25/ AL -
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- QLR EMEAE (0,1) I8, DB, BB,
- QSR IEE R -1, WA R4
mis_classification_rate ()
W% (MR).,
B
« float - JEEI7E (0.1) 2. {HBE, Bobahbinish.
nte ()
HWHEBERZA R (NTE).
%% Cik: Towards Imperceptible and Robust Adversarial Example Attacks against Neural Networks.,
Bl
« float - JUEITE (0,1) ZIl. {HBLE, BobaBims).

class mindarmour.adv_robustness.evaluations.BlackDefenseEvaluate (raw_preds, def_preds, raw_query_counts, def_query_counts,
raw_query_time, def_query_time, def_detection_counts, true_labels,

max_queries)

SR BB T R PG R AR -

SH:
* raw_preds (numpy.ndarray) - JFURRAL AR E AR TIN5
* def_preds (numpy.ndarray) - J5UiR B S b 450 i A 1) T 0 45
* raw_query_counts (numpy.ndarray) - 75 J5URFAY EAE SOOI A R A AL, JRAGRIAE R/NE 55 raw_preds.shape[O] f 55 —Si BEAH AL . X R PEAE
A, FRTHEL A E R 0.
* def_query_counts (numpy.ndarray) - ZEB IS 1A BOGHUREASIGEITRC, UM A/ 2 5 raw_preds.shapel0] (045 —£R AR . T BLHEREA
LA R 0.
* raw_query_time (numpy.ndarray) - 75 J5AEHEIAY AR BUSHURE AR S RFSERTR], EEASZ KN S raw_preds.shape[0] 25 —2
* def_query_time (numpy.ndarray) - 755 BSAY b A2 BOSHHIREASY SARRSERT ], ZFEASE K/ N2 5 raw_preds.shape[0] (155 £ FE
* def_detection_counts (numpy.ndarray) - 45 HUREAS A2 B TRIAG I 3] ) 2 if) 88k, R/Ivg 5 raw_preds.shape[0] HYSS—45 3. X1 RPEFEAS, WRA
WP BI AT BE, WA def_detection_counts B E R 1, 75 NPRFHIEE A 0.
« true_labels (numpy.ndarray) - & /]NgE 5 raw_preds.shape[0] 1955 — 25 )3 BUARAS .
* max_queries (int) - Bt UF, A AEHTHL.
Fef -
>>> from mindarmour.adv_robustness.evaluations import BlackDefenseEvaluate
>>> raw_preds = np.array([[0.1, 0.1, 0.2, 0.6],
(.12, 0.7, 0.0, 0.217,
[0.8, 0.1, 0.0, 0.111)
>>> def_preds = np.array([[0.1, 0.1, 0.1, 0.7],
[0.1, 0.6, 0.2, 0.17,
[0.1, 0.2, 0.1, 0.611)
>>> raw_query_counts = np.array([0,20,10])
>>> def_query_counts = np.array([0,50,60])
>>> raw_query_time = np.array([0.1, 2, 1])
>>> def_query_time = np.array([0.2, 6, 5])
>>> def_detection_counts = np.array([1l, 5, 101])
>>> true_labels = np.array([3, 1, 0])
>>> max_queries = 100
>>> def_eval = BlackDefenseEvaluate (raw_preds,
def_preds,

raw_query_counts,
def_query_counts,
raw_query_time,
def_query_time,
def_detection_counts,
true_labels,
max_dgueries)

>>> gcv = def_eval.qgcv

>>> asv = def_eval.asv

>>> fpr = def_eval.fpr

>>> grv = def_eval.qgrv

asv ()
R I72% (ASV).
B

o float - {FBAR, B5~FmlBsR. 212K num_adv_samples=0, JJi&[ml-1,
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fpr ()

TS T AR RIS R IES (FPR),

B

* float - {EBEAR, B AHIAY W] M58 . 412K num_adv_samples=0, JJi[1]-1,

qcv ()

WRAERTTEO 2 (QCV).
Bm:

o float - {E#K5, PisrFalikan. 405 num_adv_samples=0, N1z [H-1,

qrv ()

class mindarmour.adv_robustness.evaluations.DefenseEvaluate (raw_preds, def_preds, true_labels)

TR RN T2 (QRV).,

R

o float - {EBAR, FARY AT M8 . AR num_adv_samples=0, JIJZ[H]-1,

Bl 5 VA B A R A

ZH:
* raw_preds (numpy.ndarray) - Ji G2 b REBERE A B T 25 AR
* def_preds (numpy.ndarray) - [Jj FHARZR |- L SLAf A i 0 4%
* true_labels (numpy.ndarray) - #£:4[%) ground-truth 525, —~K/]NA ground-truth f—4E42H .
Fefil :
>>> from mindarmour.adv_robustness.evaluations import DefenseEvaluate
>>> raw_preds = np.array([[0.1, 0.1, 0.2, 0.6],
(0.1, 0.7, 0.0, 0.21,
0.8, 0.1, 0.0, 0.111)
>>> def_preds = np.array([[0.1, 0.1, 0.1, 0.7],
[0.1, 0.6, 0.2, 0.11,
[0.1, 0.2, 0.1, 0.611)
>>> true_labels = np.array([3, 1, 0])
>>> def_eval = DefenseEvaluate (raw_preds,
def_preds,
true_labels)
>>> cav = def_eval.cav()
>>> crr = def_eval.crr()
>>> csr = def_eval.csr ()
>>> ccv = def_eval.ccv()
>>> cos = def_eval.cos ()
cav ()
WHASRKE % (CAV),
Rl
* float - {Eﬂz—%a ]ﬁjq‘?ﬁﬂﬁmo
cev ()
WHEAKEEE 2 (CCV).
Bl
* float - {EBRAR, PP, AR MME == -1, MGERALEE S 0.
cos ()
%2 Hk: Calculate classification output stability (COS).
Rl
* float - QIR EIME >=0, WA MBI EBML, Bisp@nid. R EE == -1, MEHEEA%EH 0.
crr ()
HHETEKIEZR (CRR).
Bl
« float - (BB, B <P alon®) .
csr ()

VA AELL (CSR), AR RAT

B

« float - {EA, BT At
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class mindarmour.adv_robustness.evaluations.RadarMetric (metrics_name, metrics_data, labels, title, scale="hide")

I, B 2RI R B R

ZH:
 metrics_name (Union[tuple, list]) - Z& /R R AFREA . A AN —481
* metrics_data (numpy.ndarray) - £ 45BN SNERY (H—4k) &, 41((0.5,0.8, --1,[0.2,0.6,--1, -1,
* labels (Union[tuple, list]) - FirA 85 15 i £k 00 & 51 .
o title (str) - B R AFR
* scale (str) - F TR HIZ)Z ) FRE, W07 hide’.’ norm’.’ sparse’.’ dense’. ZRIA{H:’ hide’.
S
* ValueError - scale {§/~{E [ ‘hide’ , ‘norm’ , ‘sparse’ , ‘dense’ ] Hf,
K
>>> from mindarmour.adv_robustness.evaluations import RadarMetric
>>> metrics_name = ['MR', 'ACAC', 'ASS', 'NTE', 'ACTC']
>>> def_metrics = [0.9, 0.85, 0.6, 0.7, 0.8]
>>> raw_metrics = [0.5, 0.3, 0.55, 0.65, 0.7]
>>> metrics_data = np.array([def_metrics, raw_metrics])
>>> metrics_labels = ['before', 'after']
>>> rm = RadarMetric (metrics_name,

>>>

metrics_data,
metrics_labels,
title="",
scale="sparse')

#rm.show ()

show ()

BRERAE.
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SIX

IR T — AP BT 22 0 3 5 2 et RO BRI 5 TR R PP AL 45 e AL Y B B
class mindarmour.fuzz_testing.Fuzzer (target_model)
TR BEA 22 [ 45 (R AR I HE SR
£ Wk DeepHunter: A Coverage-Guided Fuzz Testing Framework for Deep Neural Networks .
BH:
« target_model (Model) - F SRR,
FEBil:

MINDARMOUR.FUZZ_TESTING

>>> from mindspore.common.initializer import TruncatedNormal

>>> from mindspore.ops import operations as P

>>> from mindspore.train import Model

>>> from mindspore.ops import TensorSummary

>>> from mindarmour.fuzz_testing import Fuzzer

>>> from
class Net (nn.Cell) :

def _ init_ (self):

mindarmour. fuzz_testing import KMultisectionNeuronCoverage

>>>

self).__init__ ()

nn.Conv2d(1, 6, 5,

super (Net,

self.convl = padding=0,

def construct (self, x):
x = self.convl (x)
x = self.relu(x)

self.summary ('convl', Xx)

x = self.max_pool2d(x)
x = self.conv2(x)
x = self.relu(x)

self.summary ('conv2', x)

x = self.max_pool2d(x)

x = self.reshape(x, (-1, 16 * 5 * 5))
x = self.fcl (x)

x = self.relu(x)

self.summary ('fcl', x)
x = self.fc2(x)
x = self.relu(x)

self.summary ('fc2', x)
x = self.fc3(x)

self.summary ('fc3', x)

return x
>>> net = Net ()
>>> model = Model (net)

weight_init=TruncatedNormal (0.02),

pad_mode="valid")

pad_mode="valid")

self.conv2 = nn.Conv2d(6, 16, 5, padding=0, weight_init=TruncatedNormal (0.02),
self.fcl = nn.Dense(l6 * 5 * 5, 120, TruncatedNormal (0.02), TruncatedNormal (0.02))
self.fc2 = nn.Dense (120, 84, TruncatedNormal (0.02), TruncatedNormal (0.02))
self.fc3 = nn.Dense (84, 10, TruncatedNormal (0.02), TruncatedNormal (0.02))
self.relu = nn.RelLU()

self.max_pool2d = nn.MaxPool2d(kernel_size=2, stride=2)

self.reshape = P.Reshape/()

self.summary = TensorSummary ()

>>> mutate_config = [{'method': 'GaussianBlur',
'params': {'ksize': [1, 2, 3, 5], 'auto_param': [True, False]}},
{'method': 'MotionBlur',
'params': {'degree': [1, 2, 5], 'angle': [45, 10, 100, 140, 210, 270, 300],
'auto_param': [True]}},
{'method': 'UniformNoise',
'params': {'factor': [0.1, 0.2, 0.3], 'auto_param': [False, True]}},
{'method': 'GaussianNoise',
'params': {'factor': [0.1, 0.2, 0.3], 'auto_param': [False, True]}},
{'method': 'Contrast',

(continues on next page)
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(continued from previous page)

>>>

>>>

>>>

>>>

>>>

>>>

>>>

>>>

>>>

>>>

>>>

>>>

>>>

'params': {'alpha': [0.5, 1, 1.5], 'beta': [-10, O, 10], 'auto_param': [False, True]}},
{'method': 'Rotate',
'params': {'angle': [20, 90], 'auto_param': [False, True]}},
{'method': 'FGSM',
'params': {'eps': [0.3, 0.2, 0.4], 'alpha': [0.1], 'bounds': [(0, 1)1}}]
batch_size = 8
num_classe = 10
train_images = np.random.rand (32, 1, 32, 32).astype(np.float32)
test_images = np.random.rand(batch_size, 1, 32, 32).astype(np.float32)
test_labels = np.random.randint (num_classe, size=batch_size) .astype(np.int32)
test_labels = (np.eye(num_classe) [test_labels]) .astype(np.float32)
initial_seeds = []
# make initial seeds
for img, label in zip(test_images, test_labels):
initial_seeds.append([img, labell])
initial seeds = initial_seeds[:10]
nc = KMultisectionNeuronCoverage (model, train_images, segmented_num=100, incremental=True)
model_fuzz_test = Fuzzer (model)
samples, gt_labels, preds, strategies, metrics = model_fuzz_test.fuzzing(mutate_config, initial_seeds,

nc, max_iters=100)

fuzzing (mutate_config, initial_seeds, coverage, evaluate=True, max_iters=10000, mutate_num_per_seed=20)

TREERI 22 0 2 BRI i
B

» mutate_config (list) - 285 )50 E . Ak

mutate_config = [

{'method': 'GaussianBlur',

'params': {'ksize': [1, 2, 3, 5], 'auto_param': [True, False]}},
{'method': 'UniformNoise',

'params': {'factor': [0.1, 0.2, 0.3], 'auto_param': [False, True]}},
{'method': 'GaussianNoise',

'params': {'factor': [0.1, 0.2, 0.3], 'auto_param': [False, True]l}},
{'method': 'Contrast',

'params': {'alpha': [0.5, 1, 1.5], 'beta': [-10, O, 10], 'auto_param': [False, True]}},
{'method': 'Rotate',

'params': {'angle': [20, 90], 'auto_param': [False, True]}},
{'method': 'FGSM',

'params': {'eps': [0.3, 0.2, 0.4], 'alpha': [0.1], 'bounds': [(0, 1)]1}}

-1

SCRFITIRAED R self. _strategies ", EEANITIRRIBBUAAE A ESENTERIN o« SCRP IR A PIAp2E2 -

B, BAREEM T YEAEE: Translate’ .’ Scale’.’ Shear’.,’ Rotate’.’ Perspective’,’ Curve’.’ GaussianBlur’,” MotionBlur’.’ GradientBlur’.’

Contrast’ .’ GradientLuminance’ .’ UniformNoise’.’ GaussianNoise’ .’ SaltAndPepperNoise’ .’ NaturalNoise’

R, WikEA Bt = A4E - FGSM’,” PGD’ #1” MDIM’.,’ FGSM’.,” PGD’ 1’ MDIM’ 43 |52 FastGradientSignMethod . ProjectedGradientDent
F1 MomentumDiverselnputlterativeMethod {465 . mutate_config Wo75i4&4F [ Contrast’ , ‘GradientLuminance’ , ‘GaussianBlur’ , ‘MotionBlur’
, ‘GradientBlur’ , ‘SaltAndPepperNoise’ , ‘NaturalNoise’ | F AT

W —2R VRS E 5 T PAYE” mindarmour/natural_robustness/transform/image’ & F|. 5 KSR E S %
self._attack_param_checklists .

‘UniformNoise’ , ‘GaussianNoise’ |,

* initial_seeds (list[list]) - T~ A8 SAEA RN LGB F-BAS . BDIGEFR-F-BAFI AR 0N [[image_data, labell, [+-], -1, HAFRZLA0H one-hot.
« coverage (CoverageMetrics) - 125 7078 25 R $5h5r2K .

+ evaluate (bool) - 2 AR M Pt . BRINMHE: True.

* max_iters (int) - JEFEEAL R 1R T EBOR R . BRIAE: 10000,

* mutate_num_per_seed (int) - &3l T AL R0 BUAME: 20,

o list - BORIIAAE IS A AR

o list - 75 S FEZA ) ground truth FR%5 .
o list - FOMZ55R

o list - AR 5550

o dict - Fuzzer 138574

e ValueError - 24§ coverage W75/ CoverageMetrics {135,
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* ValueError - #J 46501 A% H % .
 ValueError - initial_seeds TR TR EHANTTE .

class mindarmour.fuzz_testing.CoverageMetrics (model, incremental=False, batch_size=32)

WHREGIR M E T B S KRR 5L

WG M4 M ook iR — i SR (RATARZ N IEIGIER) . INREE S AT UIZR I i i k. AT, AR IR S . oot i
DA Hitt, SEGEMINNRAEL, BRI kg X Lo 2 oohka i, FFPPAS eIl S L 2 o Hh (8 o S50 9 B EL o

S Wk DeepGauge: Multi-Granularity Testing Criteria for Deep Learning Systems.
ZH:
* model (Model) - gL .
* incremental (bool) - PR P DA BRI, BRA(E: False,
* batch_size (int) - BOWIIKHL U IOFEA S BRIAME: 32.
get_metrics (dataset)
THRESS S B A T AR
BH:
* dataset (numpy.ndarray) - F T35 55 Fabr £ 4k
LT
 NotImplementedError - #1451 .

class mindarmour.fuzz_testing.NeuronCoverage (model, threshold=0.1, incremental=False, batch_size=32)

HHMZITTHIE B IR U EIchk BT B, MEITuiiis .
MU R EAET W 2% R R 2800 B TR EL BB
R

model (Model) - #iilA7 ,

threshold (float) - | T & M 4 TC IS T B0IG  IE.  BRIAMHE: 0.1,
* incremental (bool) - AR A T . BRIAE: False.

* batch_size (int) - BIMI I AL U UREAR S BRIME: 32,

get_metrics (dataset)

AR 2 O SRR AR 2R 0 o R 2% s 22 0 B R L
B

* dataset (numpy.ndarray) - Ji} T B s AR AR HO R 2 -
Bl

+ float - ‘neuron coverage’ [RFSHR.

Feil:

>>> from mindspore.common.initializer import TruncatedNormal
>>> from mindspore.ops import operations as P
>>> from mindspore.train import Model
>>> from mindspore.ops import TensorSummary
>>> from mindarmour.fuzz_testing import NeuronCoverage
>>> class Net (nn.Cell):

def  init__ (self):

super (Net, self).__init__ ()

self.fcl = nn.Dense(
self.fc2 = nn.Dense(
self.fc3 = nn.Dense(
self.relu = nn.ReLU()
self.max_pool2d = nn.MaxPool2d(kernel_size=2, stride=2)
self.reshape = P.Reshape ()
self.summary = TensorSummary ()
def construct (self, x):
x = self.convl (x)
x = self.relu(x)

self.summary ('convl', x)

x = self.max_pool2d(x)
x = self.conv2(x)
x = self.relu(x)

self.summary ('conv2', x)

x = self.max_pool2d(x)

84, 10, TruncatedNormal (0.02), TruncatedNormal (0.02))

self.convl = nn.Conv2d(l, 6, 5, padding=0, weight_init=TruncatedNormal (0.02), pad_mode="valid")
self.conv2 = nn.Conv2d(6, 16, 5, padding=0, weight_init=TruncatedNormal (0.02), pad_mode="valid")
16 * 5 * 5, 120, TruncatedNormal (0.02), TruncatedNormal (0.02))

120, 84, TruncatedNormal (0.02), TruncatedNormal (0.02))

(continues on next page)
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x = self.reshape(x, (-1, 16 * 5 * 5))
x = self.fcl (x)
x = self.relu(x)
self.summary('fcl', x)
x = self.fc2(x)
x = self.relu(x)
self.summary ('fc2', x)
x = self.fc3(x)
self.summary ('fc3', x)
return x

>>> net = Net ()

>>> model = Model (net)

>>> batch_size = 8
>>> num_classe = 10
>>> train_images = np.random.rand (32, 1, 32, 32).astype(np.float32)

>>> test_images = np.random.rand(batch_size, 1, 32, 32).astype(np.float32)
>>> nc = NeuronCoverage (model, threshold=0.1)

>>> nc_metrics = nc.get_metrics (test_images)

class mindarmour.fuzz_testing.TopKNeuronCoverage (model, top_k=3, incremental=False, batch_size=32)

THRERT K ARE 2T B R R . IRGBUZ A 2 B (BRI top_k JEEI A, IO WA o top_k W28 0 25 4845 T I 268 v s A 280

2T LB .
ZH:

model (Model) - #il7

* top_k (int) - 4 B2 28 TCH 4 AR rop_k JEFEIY, MZITTHSBIE . BOAE: 3.
» incremental (bool) - F&hr b DA BT R, ERIAME: False.

* batch_size (int) - B PO REA S BRIAME: 32,

get_metrics (dataset)

FREL Top K G 12 708 5 R 4R -

Z¥:

* dataset (numpy.ndarray) - il 58 55 R R B4R .
B

« float - ‘top k neuron coverage’ [{F5H7.
FEB:

>>> from mindspore.common.initializer import TruncatedNormal
>>> from mindspore.ops import operations as P
>>> from mindspore.train import Model
>>> from mindspore.ops import TensorSummary
>>> from mindarmour.fuzz_testing import TopKNeuronCoverage
>>> class Net (nn.Cell):
def _ init_ (self):
super (Net, self).__init__ ()
self.convl = nn.Conv2d(l, 6, 5, padding=0, weight_init=TruncatedNormal (0.02), pad_mode="valid")
self.conv2 = nn.Conv2d(6, 16, 5, padding=0, weight_init=TruncatedNormal (0.02), pad_mode="valid")
self.fcl = nn.Dense (16 * 5 * 5, 120, TruncatedNormal (0.02), TruncatedNormal (0.02))
self.fc2 = nn.Dense (120, 84, TruncatedNormal (0.02), TruncatedNormal (0.02))
self.fc3 = nn.Dense (84, 10, TruncatedNormal (0.02), TruncatedNormal (0.02))
self.relu = nn.RelU()
self.max_pool2d = nn.MaxPool2d(kernel_size=2, stride=2)
self.reshape = P.Reshape ()
self.summary = TensorSummary ()
def construct(self, x):
x = self.convl (x)
x = self.relu(x)

self.summary ('convl', x)

x = self.max_pool2d(x)
x = self.conv2 (x)
x = self.relu(x)

self.summary ('conv2', x)

x = self.max_pool2d(x)

x = self.reshape(x, (-1, 16 * 5 * 5))
x = self.fcl(x)

x = self.relu(x)

self.summary ('fcl', x)

x = self.fc2(x)

(continues on next page)
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x = self.relu(x)
self.summary ('fc2', x)
x = self.fc3(x)
self.summary('fc3', x)
return x

>>> net = Net ()

>>> model = Model (net)

>>> batch_size = 8

>>> num_classe = 10

>>> tknc = TopKNeuronCoverage (model, top_k=3)

>>> metrics = tknc.get_metrics (test_images)

>>> train_images = np.random.rand(32, 1, 32, 32).astype(np.float32)
>>> test_images = np.random.rand (batch_size, 1, 32, 32).astype(np.float32)

class mindarmour.fuzz_testing.NeuronBoundsCoverage (model, train_dataset, incremental=False, batch_size=32)
FHL neuron boundary coverage’ [J¥5kr N BC = (|[UpperCornerNeuron| + |LowerCornerNeuron|)/(2 x |N|) , H¥ |N| Z2MZTH%0E, NBC 2150

B 22 e (R U RS AR oA o 22 e H (R TR SRR e e

B

model (Model) - 515 I I ZRAEE AL

train_dataset (numpy.ndarray) - FJ-F-5f & 1 2 ot S N ZREE4E
« incremental (bool) - F&hRHF ARG R 1. ERIAME: False.

* batch_size (int) - ORISR PIOREAS. BRIAME: 32.

get_metrics (dataset)

#HL’ neuron boundary coverage’ HJFSHR .

SR

* dataset (numpy.ndarray) - i} T3 w5 fe bR o 5 .
Bl

« float - ‘neuron boundary coverage’ [{j$5%75 .
Fepil:

>>> from mindspore.common.initializer import TruncatedNormal
>>> from mindspore.ops import operations as P
>>> from mindspore.train import Model
>>> from mindspore.ops import TensorSummary
>>> from mindarmour.fuzz_testing import NeuronBoundsCoverage
>>> class Net (nn.Cell):

def  init__ (self):

super (Net, self).__init__ ()

self.relu = nn.ReLU()

self.reshape = P.Reshape ()

self.summary = TensorSummary ()
def construct (self, x):

x = self.convl (x)

x = self.relu(x)

self.summary ('convl', x)

x = self.max_pool2d(x)
x = self.conv2 (x)
x = self.relu(x)

self.summary ('conv2', x)

x = self.max_pool2d(x)

x = self.reshape(x, (-1, 16 * 5 * 5))
self.fcl (x)

X
x = self.relu(x)
self.summary ('fcl', x)
x = self.fc2(x)

x = self.relu(x)
self.summary ('fc2', x)
x = self.fc3(x)
self.summary ('fc3', x)

return x

self.fc3 = nn.Dense (84, 10, TruncatedNormal (0.02), TruncatedNormal (0.02))

self.max_pool2d = nn.MaxPool2d(kernel_size=2, stride=2)

self.convl = nn.Conv2d(l, 6, 5, padding=0, weight_init=TruncatedNormal (0.02), pad_mode="valid")
self.conv2 = nn.Conv2d(6, 16, 5, padding=0, weight_init=TruncatedNormal (0.02), pad_mode="valid")
self.fcl = nn.Dense(l6 * 5 * 5, 120, TruncatedNormal (0.02),
self.fc2 = nn.Dense (120, 84, TruncatedNormal (0.02),

TruncatedNormal (0.02))
TruncatedNormal (0.02))

(continues on next page)
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>>> net = Net ()

>>> model = Model (net)
>>> batch_size = 8
>>> num_classe = 10

>>> train_images = np.random.rand (32, 1, 32, 32).astype(np.float32)
>>> test_images = np.random.rand(batch_size, 1, 32, 32) .astype(np.float32)
>>> nbc = NeuronBoundsCoverage (model, train_images)

>>> metrics = nbc.get_metrics (test_images)

class mindarmour.fuzz_testing.SuperNeuronActivateCoverage (model, train_dataset, incremental=False, batch_size=32)
REGEBIE 4 e 5% (' super neuron activation coverage’ ) J$5F5r. SNAC = |UpperCornerNeuron|/|N
SE PR R 22 i B BRI e A

SR

model (Model) - 257l i i1 Tl A2

* train_dataset (numpy.ndarray) - ] T8 & #f £ o th i A U R BdE 4 .
« incremental (bool) - F&hrH¥F AKE R 15, ERIAE: False.

* batch_size (int) - BOBI AL U P AL BOAME: 32,

get_metrics (dataset)
PEGE G A ICE 52 ( super neuron activation coverage’ ) HSHR .

SR

* dataset (numpy.ndarray) - JIJ TV w5 e bR o gk .
B

« float - AT A TLE L ( super neuron activation coverage’ ) [{F5H7
FEBI:

o SNAC 245 I 1A i 28 e i Hh (e T

>>> from mindspore.common.initializer import TruncatedNormal
>>> from mindspore.ops import operations as P
>>> from mindspore.train import Model
>>> from mindspore.ops import TensorSummary
>>> from mindarmour.fuzz_testing import SuperNeuronActivateCoverage
>>> class Net (nn.Cell):
def _ init_ (self):
super (Net, self).__init__ ()
self.convl = nn.Conv2d(l, 6, 5, padding=0, weight_init=TruncatedNormal (0.02), pad_mode="valid")
self.conv2 = nn.Conv2d(6, 16, 5, padding=0, weight_init=TruncatedNormal (0.02), pad_mode="valid")
self.fcl = nn.Dense (16 * 5 * 5, 120, TruncatedNormal (0.02), TruncatedNormal (0.02))
self.fc2 = nn.Dense (120, 84, TruncatedNormal (0.02), TruncatedNormal (0.02))
self.fc3 = nn.Dense (84, 10, TruncatedNormal (0.02), TruncatedNormal (0.02))
self.relu = nn.ReLU()
self.max_pool2d = nn.MaxPool2d(kernel_size=2, stride=2)
self.reshape = P.Reshape()
self.summary = TensorSummary ()
def construct (self, x):
x = self.convl (x)
x = self.relu (x)

self.summary ('convl', x)

x = self.max_pool2d(x)
x = self.conv?2(x)
x = self.relu(x)

self.summary ('conv2', x)
x = self.max_pool2d(x)
x = self.reshape(x, (-1, 16 * 5 * 5))
x = self.fcl (x)
x = self.relu(x)
self.summary ('fcl', x)
x = self.fc2(x)
x = self.relu(x)
self.summary ('fc2', x)
x = self.fc3(x)
self.summary ('fc3', x)
return x

>>> net = Net ()

>>> model = Model (net)

>>> batch_size = 8
>>> num_classe = 10
>>> train_images = np.random.rand(32, 1, 32, 32).astype(np.float32)

(continues on next page)
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>>> test_images = np.random.rand (batch_size, 1, 32, 32) .astype(np.float32)
>>> snac = SuperNeuronActivateCoverage (model, train_images)

>>> metrics = snac.get_metrics(test_images)

class mindarmour.fuzz_testing.KMultisectionNeuronCoverage (model, train_dataset, segmented_num=100, incremental=False, batch_size=32)

ARECK 73R40 R AR hR . KMNC e i 28 o th v /e I 2R Hh VBT k &5 20 Rl P _E R ER B
ZH:

model (Model) - S5 I I ZRA5E

* train_dataset (numpy.ndarray) - T 28 o Hh i R B DI 2R R 4
+ segmented_num (int) - Fh £ 70% 4 18] B 0 20 Bo 0 k. BRIAME: 100
« incremental (bool) - $& bR ARG 15 ERIAE: False.

* batch_size (int) - SO AL U PIOREA S BOAME: 32.

get_metrics (dataset)

#HL k-multisection neuron coverage’ HJFEHR .
SH:

* dataset (numpy.ndarray) - ] T E bR A -
Bl

e float - ‘k-multisection neuron coverage’ HJFSHR.

Fepil:

>>> from mindspore.common.initializer import TruncatedNormal
>>> from mindspore.ops import operations as P
>>> from mindspore.train import Model
>>> from mindspore.ops import TensorSummary
>>> from mindarmour.fuzz_testing import KMultisectionNeuronCoverage
>>> class Net (nn.Cell):
def _ init_ (self):
super (Net, self).__init_ ()
self.convl = nn.Conv2d(l, 6, 5, padding=0, weight_init=TruncatedNormal (0.02), pad_mode="valid")
self.conv2 = nn.Conv2d(6, 16, 5, padding=0, weight_init=TruncatedNormal (0.02), pad_mode="valid")
self.fcl = nn.Dense(l6 * 5 * 5, 120, TruncatedNormal (0.02), TruncatedNormal (0.02))
self.fc2 = nn.Dense (120, 84, TruncatedNormal (0.02), TruncatedNormal (0.02))
self.fc3 = nn.Dense (84, 10, TruncatedNormal (0.02), TruncatedNormal (0.02))
self.relu = nn.RelLU()
self.max_pool2d = nn.MaxPool2d(kernel_size=2, stride=2)
self.reshape = P.Reshape()
self.summary = TensorSummary ()
def construct(self, x):
x = self.convl (x)
x = self.relu(x)

self.summary('convl', x)

x = self.max_pool2d(x)
x = self.conv2(x)
x = self.relu(x)

self.summary ('conv2', x)
x = self.max_pool2d(x)
x = self.reshape(x, (-1, 16 * 5 * 5))
x = self.fcl(x)
x = self.relu(x)
self.summary ('fcl', x)
x = self.fc2(x)
x = self.relu(x)
self.summary ('fc2', x)
x = self.fc3(x)
self.summary('fc3', x)
return x

>>> net = Net ()

>>> model = Model (net)

>>> batch_size = 8
>>> num_classe = 10
>>> train_images = np.random.rand(32, 1, 32, 32).astype(np.float32)

>>> test_images = np.random.rand (batch_size, 1, 32, 32).astype(np.float32)
>>> kmnc = KMultisectionNeuronCoverage (model, train_images, segmented_num=100)

>>> metrics = kmnc.get_metrics (test_images)
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CHAPTER

SEVEN

MINDARMOUR.NATURAL_ROBUSTNESS.TRANSFORM.IMAGE

This package include methods to generate natural perturbation samples.

class mindarmour.natural_robustness.transform.image.Translate (x_bias=0, y_bias=0, auto_param=False)

Translate an image.
Parameters
e x_bias (Union[int, float])—X-direction translation, x = x + x_bias*image_width. Suggested value range in [-0.1, 0.1].
* y_bias (Union[int, float])-Y-direction translation, y =y + y_bias*image_length. Suggested value range in [-0.1, 0.1].

* auto_param (bool) —Auto selected parameters. Selected parameters will preserve semantics of image. Default: False.

Examples

>>> img = cv2.imread('l.png')

>>> img = np.array (img)

>>> x_bias = 0.1

>>> y bias = 0.1

>>> trans = Translate(x_bias, y_bias)
>>> dst = trans(img)

class mindarmour.natural_robustness.transform.image.Scale (factor_x=1, factor_y=1, auto_param=~False)

Scale an image in the middle.
Parameters
» factor_x (Union[float, int])-Rescalein X-direction, x=factor_x*x. Suggested value range in [0.5, 1] and abs(factor_y - factor_x) < 0.5.
* factor_y (Union[float, int])-Rescalein Y-direction, y=factor_y*y. Suggested value range in [0.5, 1] and abs(factor_y - factor_x) < 0.5.

* auto_param (bool) —Auto selected parameters. Selected parameters will preserve semantics of image. Default: False.

Examples

>>> img = cv2.imread('l.png')

>>> img = np.array (img)

>>> factor_x = 0.7

>>> factor_y = 0.6

>>> trans = Scale(factor_x, factor_y)
>>> dst = trans (img)

class mindarmour.natural_robustness.transform. image.Shear (factor=0.2, direction="horizontal", auto_param=False)
Shear an image, the mapping between sheared image and origin image is (new_x, new_y) = (x+factor_x*y, factor_y*x+y). Then the sheared image will be rescaled to fit

original size.
Parameters
» factor (Union[float, int])-Shear rate in shear direction. Suggested value range in [0.05, 0.5].
* direction (st r)—Direction of deformation. Optional value is ‘vertical’ or ‘horizontal’

* auto_param (bool) —Auto selected parameters. Selected parameters will preserve semantics of image. Default: False.
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Examples

>>>

>>>

>>>

>>>

>>>

img = cv2.imread('l.png')

img = np.array (img)

factor = 0.2

trans = Shear (factor, direction='horizontal')

dst = trans(img)

class mindarmour.natural_robustness.transform.image.Rotate (angle=20, auto_param=False)

Rotate an image of counter clockwise around its center.

Parameters
* angle (Union[float, int])-Degrees of counter clockwise. Suggested value range in [-60, 60].

* auto_param (bool) —Auto selected parameters. Selected parameters will preserve semantics of image. Default: False.

Examples

>>> img = cv2.imread('l.png')
>>> img = np.array (img)

>>> angle = 20

>>> trans = Rotate (angle)

>>> dst = trans(img)

class mindarmour.natural_robustness.transform. image.Perspective (ori_pos, dst_pos, auto_param=False)

Perform perspective transformation on a given picture.

Parameters
* ori_pos (1ist)—Four points in original image.
* dst_pos (11ist)—The point coordinates of the 4 points in ori_pos after perspective transformation.

* auto_param (bool) —Auto selected parameters. Selected parameters will preserve semantics of image. Default: False.

Examples

>>> img = cv2.imread('l.png')

>>> img = np.array (img)

>>> ori_pos = [[0O, 0], [0, 8001, [800, O], [800, 8001]
>>> dst_pos = [[50, 0], [0, 8001, [780, 0], [800, 80071
>>> trans = Perspective (ori_pos, dst_pos)

>>> dst = trans(img)

class mindarmour.natural_robustness.transform.image.Curve (curves=3, depth=10, mode="vertical", auto_param=False)

Curve picture using sin method.

Parameters
* curves (union[float, int])-Number of curve cycles. Suggested value range in [0.1, 5].
* depth (union[float, int])—-Amplitude of sin method. Suggested value not exceed 1/10 of the length of the picture.
* mode (st r) —Direction of deformation. Optional value is ‘vertical’ or ‘horizontal’

* auto_param (bool) —Auto selected parameters. Selected parameters will preserve semantics of image. Default: False.

Examples

>>> img = cv2.imread('x.png')

>>> curves =1

>>> depth = 10

>>> trans = Curve (curves, depth, mode='vertical')
>>> img_new = trans (img)

class mindarmour.natural_robustness.transform.image.GaussianBlur (ksize=2, auto_param=False)

Blurs the image using Gaussian blur filter.

Parameters
* ksize (int) —Size of gaussian kernel, this value must be non-negnative.

* auto_param (bool) —Auto selected parameters. Selected parameters will preserve semantics of image. Default: False.
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Examples

>>> img

>>> img

>>> ksize 5

>>> trans

>>> dst

cv2.

imread('l.png')

np.array (img)

GaussianBlur (ksize)

trans (img)

class mindarmour

.natural_robustness.transform.image.MotionBlur (degree=5, angle=45, auto_param=False)

Motion blur for a given image.

Parameters

* degree (int)-Degree of blur. This value must be positive. Suggested value range in [1, 15].

e angle (union[float,

int ]J) —Direction of motion blur. Angle=0 means up and down motion blur. Angle is counterclockwise.

* auto_param (bool) —Auto selected parameters. Selected parameters will preserve semantics of image. Default: False.

Examples

>>> img = cv2.imread('l.png')

>>> img = np.array (img)

>>> angle = 0

>>> degree = 5

>>> trans = MotionBlur (degree=degree, angle=angle)
>>> new_1img = trans (img)

class mindarmour

Gradient blur.

Parameters

* point (union[tuple,

.natural_robustness.transform. image.GradientBlur (point, kernel_num=3, center="True, auto_param=False)

1ist])-2D coordinate of the Blur center point.

* kernel_num (int)-Number of blur kernels. Suggested value range in [1, 8].

* center (bool) -Blurred or clear at the center of a specified point.

* auto_param (bool)—Auto selected parameters. Selected parameters will preserve semantics of image. Default: False.

Examples

>>> img = cv2.imread('xx.png')

>>> img = np.array (img)

>>> number = 5

>>> h, w = img.shape[:2]

>>> point = (int(h / 5), int(w / 5))

>>> center = True

>>> trans = GradientBlur (point, number, center)
>>> new_img = trans (img)

class mindarmour

.natural_robustness.transform. image.Contrast (alpha=1, beta=0, auto_param=False)

Contrast of an image.

Parameters

* alpha (Union[float,

e beta (Union[float,

int J) —Control the contrast of an image. out_image = in_image * alpha + beta. Suggested value range in [0.2, 2].

int ]) —Delta added to alpha. Default: 0.

* auto_param (bool)—Auto selected parameters. Selected parameters will preserve semantics of image. Default: False.

Examples

>>> img = cv2.imread('l.png')

>>> img = np.array (img)

>>> alpha = 0.1

>>> beta = 1

>>> trans = Contrast (alpha, beta)
>>> dst = trans(img)

class mindarmour

.natural_robustness.transform.image.GradientLuminance (color_start=(0, 0, 0), color_end=(255, 255, 255),
start_point=(10, 10), scope=0.5, pattern="light",

bright_rate=0.3, mode="circle", auto_param=False)

Gradient adjusts the luminance of picture.
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Parameters
* color_start (union[tuple, 1ist])—Color of gradient center. Default:(0, 0, 0).
* color_end (union[tuple, 1list])—Color of gradient edge. Default:(255, 255, 255).
* start_point (union[tuple, 1ist])-2D coordinate of gradient center.
* scope (float)-Range of the gradient. A larger value indicates a larger gradient range. Default: 0.3.

* pattern (str)-Dark or light, this value must be in [ ‘light” , ‘dark’ ].

* bright_rate (f1oat) —Control brightness. A larger value indicates a larger gradient range. If parameter ‘pattern’ is ‘light’ , Suggested value

range in [0.1, 0.7], if parameter ‘pattern’ is ‘dark’ , Suggested value range in [0.1, 0.9].
* mode (st r)—Gradient mode, value must be in [ ‘circle’ , ‘horizontal’ , ‘vertical’ ].

* auto_param (bool)—Auto selected parameters. Selected parameters will preserve semantics of image. Default: False.

Examples

>>> img = cv2.imread('x.png')

>>> height, width = img.shape[:2]

>>> point = (height // 4, width // 2)
>>> start = (255, 255, 255)

>>> end = (0, 0, 0)

>>> scope = 0.3

>>> pattern='light'
>>> pbright_rate = 0.3
>>> trans = GradientLuminance (start, end, point, scope, pattern, bright_rate, mode='circle')

>>> img_new = trans (img)

class mindarmour.natural_robustness.transform.image.UniformNoise (factor=0.1, auto_param=False)

Add uniform noise of an image.
Parameters
» factor (f1oat)-Noise density, the proportion of noise points per unit pixel area. Suggested value range in [0.001, 0.15].

* auto_param (bool)—Auto selected parameters. Selected parameters will preserve semantics of image. Default: False.

Examples

>>> img = cv2.imread('l.png')
>>> img = np.array (img)

>>> factor = 0.1

>>> trans = UniformNoise (factor)
>>> dst = trans (img)

class mindarmour.natural_robustness.transform.image.GaussianNoise (factor=0.1, auto_param=False)

Add gaussian noise of an image.
Parameters
» factor (float) Noise density, the proportion of noise points per unit pixel area. Suggested value range in [0.001, 0.15].

* auto_param (bool)—Auto selected parameters. Selected parameters will preserve semantics of image. Default: False.

Examples

>>> img = cv2.imread('l.png')

>>> img = np.array (img)

>>> factor = 0.1

>>> trans = GaussianNoise (factor)
>>> dst = trans (img)

class mindarmour.natural_robustness.transform. image.SaltAndPepperNoise (factor=0, auto_param=~False)

Add salt and pepper noise of an image.
Parameters
» factor (f1oat) —Noise density, the proportion of noise points per unit pixel area. Suggested value range in [0.001, 0.15].

* auto_param (bool)—Auto selected parameters. Selected parameters will preserve semantics of image. Default: False.
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Examples
>>> img = cv2.imread('l.png')
>>> img = np.array (img)

>>> facto
>>> trans

>>> dst =

r = 0.1
= SaltAndPepperNoise (factor)

trans (img)

class mindarmour.natural_robustness.transform. image.NaturalNoise (ratio=0.0002, k_x_range=(1, 5), k_y_range=(3, 25),

Add natural

auto_param=False)
noise to an image.

Parameters

* ratio (float)Noise density, the proportion of noise blocks per unit pixel area. Suggested value range in [0.00001, 0.001].
* k_x_range (union[list, tuple])—Value range of the noise block length.
* k_y _range (union[list, tuple])—Value range of the noise block width.

* auto_param (bool)—Auto selected parameters. Selected parameters will preserve semantics of image. Default: False.

Examples
>>> img = cv2.imread('xx.png')
>>> img = np.array (img)

>>> ratio
>>> k_x_r
>>> k_y_r

>>> trans

= 0.0002
ange = (1, 5)
ange = (3, 25)

= NaturalNoise (ratio, k_x_range, k_y_range)

>>> new_img = trans (img)
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CHAPTER

EIGHT

MINDARMOUR.PRIVACY.DIFF_PRIVACY

ABHAR PR EAIIRE, AR P AL .

class mindarmour.privacy.diff_privacy.NoiseGaussianRandom (norm_bound=1.0, initial_noise_multiplier=1.0, seed=0, decay_policy=None)
T mean = 0 AN standard_deviation = norm_bound * initial_noise_multiplier A& 015 7= s,

SR
* norm_bound (float) - 11 12 UG EIT . BRIAME: 1.0,
* initial_noise_multiplier (float) - /= B A bR UE w25 FR DA norm_bound (L%, R TIHE R TUE .. BOAE: 1.0,
+ seed (int) - JFURREHLEN T, W2 seed=0 BEALIEASKF M 2 REVIEL. 2R seed!=0 FEHLIE AR 45 € HOFR AL MAE . BRIME: 0.
* decay_policy (str) - ZEJH IS . BRIAME: None,
FEB:

>>> from mindspore import Tensor

>>> from mindspore.common import dtype as mstype

>>> from mindarmour.privacy.diff privacy import NoiseGaussianRandom

>>> gradients = Tensor([0.2, 0.9], mstype.float32)

>>> norm_bound = 0.1

>>> initial_ noise_multiplier = 1.0

>>> seed = 0

>>> decay_policy = None

>>> net = NoiseGaussianRandom (norm_bound, initial_noise_multiplier, seed, decay_policy)

>>> res = net (gradients)

construct (gradients)
oA I
ZH:
« gradients (Tensor) - £ & .
Bl
» Tensor - 4 i) shape 5545 T 1B EAR [F] A M s

class mindarmour.privacy.diff_privacy.NoiseAdaGaussianRandom (norm_bound=1.0, initial_noise_multiplier=1.0, seed=0, noise_decay_rate=6e-

6, decay_policy="Exp')
2R S R P A AL . MR B ISR 8. AR DAZ Time’ .’ Step’.” Exp’. FEAALINZEARS, KFTEHT self. _noise_multiplier

B

* norm_bound (float) - #{ B 12 JEELAYE BT R . BRIAE: 1.0,

+ initial_noise_multiplier (float) - M /5 bR 22 5% LA norm_bound WLLAS, K¢ T HFTREFATIR. BIAME: 1.0,

* seed (int) - JFAGRERLAN T, Q2R seed=0 FEHLIEZRHE L BENIEL. Q2R seed!=0 AL IE RS 25 5E 1 Fh A MUfE . BOAME: 0.
* noise_decay_rate (float) - %M RIS 4. BRIAHE: Ge-6.

« decay_policy (str) - MRS TE)S WS A13% Step’ .’ Time’.” Exp’. ZRIAfH:’ Exp’.

FEBil:

>>> from mindspore import Tensor
>>> from mindspore.common import dtype as mstype
>>> from mindarmour.privacy.diff privacy import NoiseAdaGaussianRandom

>>> gradients = Tensor([0.2, 0.9], mstype.float32)

>>> norm_bound = 1.0

>>> initial_noise_multiplier = 1.0

>>> seed = 0

>>> noise_decay_rate = 6e-6

>>> decay_policy = "Exp"

>>> net = NoiseAdaGaussianRandom (norm_bound, initial_noise_multiplier, seed, noise_decay_rate, decay_policy)
>>> res = net (gradients)

construct (gradients)

A B T Y R T
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SR
« gradients (Tensor) - }J3
R
« Tensor - £ J§{ 1] shape 5524 6 13 M 7] g e i

class mindarmour.privacy.diff_privacy.AdaClippingWithGaussianRandom (decay_policy="Linear’, learning_rate=0.001, tar-

. ] get_unclipped_quantile=0.9, fraction_stddev=0.01, seed=0)
H@EN T E . R decay_policy /& Linear’ , WA N norm_bound = norm_bound — learning_rate * (beta — target_unclipped_quantile) .

TR decay_policy 52 Geometric’, N H A A norm_bound = norm_bound x exp(—learning_rate x (empirical_fraction — target_unclipped_quantile))

Hdr, beta B{HE L N target_unclipped_quantile [REZAS R 567355

S
* decay_policy (str) - FIS& BT #1105 L 50, decay_policy AIE [ ‘Linear’ , ‘Geometric’ ] 1, BRIAfEH:’ Linear’.
* learning_rate (float) - BTG %. BOIAME: 0.001.
« target_unclipped_quantile (float) - JEEEEET 1 B AR g BRIAE: 0.9,
« fraction_stddev (float) - Z3lr IEZSAY stddev, JHT empirical_fraction , /A3X>} empirical_fraction + N(0, fraction_stddev). 2RIAfE: 0.01.
+ seed (int) - JEAGBEPLFN T, Q2R seed=0 FEALIEZRF 6T 22 BEPLE. Q128 seed!=0 FEALIEZRF A 45 € AR T AR BUE . BUOAME: 0.
B
* Tensor - 53 J5 (106 B L 57 ISR
Fetil:

>>> from mindspore import Tensor

>>> from mindspore.common import dtype as mstype

>>> from mindarmour.privacy.diff privacy import AdaClippingWithGaussianRandom

>>> decay_policy = 'Linear'

>>> pbeta = Tensor (0.5, mstype.float32)

>>> norm_bound = Tensor (1.0, mstype.float32)

>>> beta_stddev = 0.01

>>> learning_rate = 0.001

>>> target_unclipped_qgquantile = 0.9

>>> ada_clip = AdaClippingWithGaussianRandom (decay_policy=decay_policy,
learning_rate=learning_rate,
target_unclipped_quantile=target_unclipped_quantile,
fraction_stddev=beta_stddev)

>>> next_norm_bound = ada_clip(beta, norm_bound)

construct (empirical_fraction, norm_bound)

W norm_bound [){H .

S
« empirical_fraction (Tensor) - 15 & #5128 56 (Vi 4, T RAE AR target_unclipped_quantile
* norm_bound (Tensor) - 1 F£ 1) 12 JE R #L B M H

VAT
* Tensor - 4= i (] shape 525 & #5 FE AH [R] 1) I =

class mindarmour.privacy.diff_privacy.NoiseMechanismsFactory
s P A ML T 25, B H p i HrBEP LS (Gaussian Random Noise) F1 [ 38 i 2 Wk # L 75  (Adaptive Gaussian Random Noise ) .

TEHH AR .
create (mech_name, norm_bound=1.0, initial_noise_multiplier=1.0, seed=0, noise_decay_rate=6e-6, decay_policy=None)

SH:

« mech_name (str) - B2 EE A4 i 5E0E , W PASE’ Gaussian’ B’ AdaGaussian’, BEFSHE’ AdaGaussian’ #LHH FE R, A Gaussian’ AL T NMEE .

* norm_bound (float) - #5 FZ 1 12 Ju R BBy Y . BOAE: 1.0,

+ initial_noise_multiplier (float) - &M 75 bRt 224 DA norm_bound [, R T BRAAHE . BHOAME: 1.0,

» seed (int) - JFARBEHLFN T, Q2R seed=0 FlALIEAFF 6T 2 ERALEL. A2 seed!=0 FALIERCRE AT 45 & (AP T AE B fE . BRIME: 0.
* noise_decay_rate (float) - #%HE R L2 S 4. BUAH: 6e-6.

* decay_policy (str) - ZEJH SIS . U15R decay_policy 4 None, NIAFEZW HZ%k. BRiAME: None,

o NameError - mech_name W>/0¥E [ ‘Gaussian’ , ‘AdaGaussian’ ] 41,

 Mechanisms - 7= f A 2 BT



https://mindspore.cn/mindarmour/docs/zh-CN/r1.9/protect_user_privacy_with_differential_privacy.html#引入差分隐私

MindArmour APl Reference, Release r1.9

>>> from mindarmour.privacy.diff privacy import NoiseMechanismsFactory
>>> norm_bound = 1.0
>>> initial_noise_multiplier = 1.0

>>> noise_mechanism = NoiseMechanismsFactory ()
>>> clip = noise_mechanism.create('Gaussian',
norm_bound=norm_bound,

initial_noise_multiplier=initial_noise_multiplier)

class mindarmour.privacy.diff_privacy.ClipMechanismsFactory

BREEBYEALHIR T 2. & HEi B Hrka LS (Gaussian Random Noise) ) H & 55#; (Adaptive Clipping) .

WHIEER: A0k,

create (mech_name, decay_policy="Linear', learning_rate=0.001, target_unclipped_quantile=0.9, fraction_stddev=0.01, seed=0)

SH:

« mech_name (str) - BEEE 300 4R BSERE , P74 Gaussian’,
« decay_policy (str) - Hi&E N B # K ZA KNS, decay_policy WMAE [ ‘Linear’ , ‘Geometric’ | 1. ERIA{H: Linear.
* learning_rate (float) - T LA 27> R, BHAE: 0.001,
« target_unclipped_quantile (float) - JEE0EST 1 H AR 8. BRA(E: 0.9,
« fraction_stddev (float) - FHIEZH stddev, J-T empirical_fraction, A3 empirical_fraction + N(0, fraction_stddev) . BiAE: 0.01,

* seed (int) - JFURREHLFD 1, 4028 seed=0 BEALIEARE T 22 4 BEALEL. A2 seed!=0 BEMLIEZRE N 45 € AR 1AL UE. BOAME: 0.

30
e

o NameError - mech_name W/RAE [ ‘Gaussian’ ] H1,

e Mechanisms - 7= {5 2 I .
FEB :

>>> from mindspore import Tensor

>>> from mindspore.common import dtype as mstype

>>> from mindarmour.privacy.diff privacy import ClipMechanismsFactory

>>> decay_policy = 'Linear'

>>> beta = Tensor (0.5, mstype.float32)

>>> norm_bound = Tensor (1.0, mstype.float32)

>>> beta_stddev = 0.01

>>> learning_rate = 0.001

>>> target_unclipped_quantile = 0.9

>>> clip_mechanism = ClipMechanismsFactory ()

>>> ada_clip = clip_mechanism.create('Gaussian',
decay_policy=decay_policy,
learning_rate=learning_rate,
target_unclipped_quantile=target_unclipped_qgquantile,
fraction_stddev=beta_stddev)

>>> next_norm_bound = ada_clip(beta, norm_bound)

class mindarmour.privacy.diff_privacy.PrivacyMonitorFactory

DP Il Zrfa Al it ae i T 2K
FEIREESR: AdE.

create (policy, *args, **kwargs)

AR AL BT S
ZH:
* policy (str) - Ji##5E0%, BSZHE rdp’ FI7 zedp’.
- WSS rdp’, MEPERSEH Renyi 2240 K5 AL (Renyi differential privacy, RDP) BHigi15 DP YR FaAL i ;

— WIRIENE R zedp’, iR AR 22/ fL (zero-concentrated differential privacy, zCDP) Fi$ 1134 DP Y| ZrHy L T . &, zedp’
GG T REEME L]

« args (Union[int, float, numpy.ndarray, list, str]) - F 612 2 AL WAL 2500 S50

* kwargs (Union[int, float, numpy.ndarray, list, str]) - ] 58I FAL IR 4 B S 40
Bl

* Callback - [3FA M H4% -
Fefl:
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>>> from mindarmour.privacy.diff privacy import PrivacyMonitorFactory

>>> rdp = PrivacyMonitorFactory.create (policy="'rdp', num_samples=60000, batch_size=32)

class mindarmour.privacy.diff_privacy.RDPMonitor (num_samples, batch_size, initial_noise_multiplier=1.5, max_eps=10.0, target_delta=1e-
3, max_delta=None, target_eps=None, orders=None, noise_decay_mode="Time',

noise_decay_rate=6e-4, per_print_times=50, dataset_sink_mode=False)

BT Renyi 227034 (RDP) FE, 115 DP IR ERFATIR . REG T ARSI, AREEVALHIBOA I BAT o Brig e -Renyi 2270 FfL, EHRHEH
2L (e, 8), WIFFR:

log(1/0)
a—1

(e +

76)

PR A0

222 Wk Rényi Differential Privacy of the Sampled Gaussian Mechanism.

S
* num_samples (int) - YIZREHE S H HUREAR B
* batch_size (int) - Yl ZHHHHALEE P REA KR
« initial_noise_multiplier (Union[float, int]) - =537 75 k51254 DA norm_bound [ H3% , BTt BRI, BHAE: 1.5,
» max_eps (Union[float, int, None]) - DP Y| 2k K [ #% epsilon iUE, JH T iK% epoch.” None’ FIR epsilon TR ATFRE . BIAE: 10.0,
« target_delta (Union[float, int, None]) - DP |51 H 7 delta Ti%% . A4 targer_delta V¥ EFy &, MIBFLTE & BAERAM NGt FE 2 B E . BRIAE:
le-3.
* max_delta (Union[float, int, None]) - DP YIIZkf) e K[ #252 delta T3, T A IGE epoche max_delta /T 1, FBUNT le-3, &
ti.” None’ FIR delta TR A P BRINME: None.
+ target_eps (Union[float, int, None]) - DP |5t H 47 epsilon 5. #I1% target_eps B8N €, WM e FAERAN IR e b2 BER) . BOAME:
None.
+ orders (Union[None, list[int, float]]) - I 155 rdp A BRI, SAUKT 1. REBERATE T RASR2SG AR R THREE (/AN 1k
FABEEAGTT, ATPAZEIAB 5115 BOAfE: None.
* noise_decay_mode (Union[None, str]) - YIRS MR ) 20X, 7TRAZ None,” Time’.’ Step’.” Exp’. BRIAfH:’ Time’.
* noise_decay_rate (float) - YIZRIIEF A RASR . BOAME: 6e-4,
* per_print_times (int) - V15T B RRORA U A B A2 . BOAME: 50,
* dataset_sink_mode (bool) - W24 True, FrA JIZREURA— R L IEBI B4 (Ascend) o QISR False, MIYNGREARIERE LIS L1585 54
2RINMH: False,
Fepil:

>>> from mindarmour.privacy.diff privacy import PrivacyMonitorFactory

>>> rdp = PrivacyMonitorFactory.create (policy="rdp', num_samples=100, batch_size=32)

max_epoch_suggest ()

it K25 epoch, DA A T LIV B AT .
B
o int - W AHKIIZE epoch,

step_end (run_context)

R NG R IE T A R
S
* run_context (RunContext) - £U 278 ffl—2b{= B,

class mindarmour.privacy.diff_privacy.ZCDPMonitor (num_samples, batch_size, initial_noise_multiplier=1.5, max_eps=10.0, target_delta=1e-
3, noise_decay_mode="Time', noise_decay_rate=6e-4, per_print_times=50,

dataset_sink_mode="Fualse

)
HETELEFELHEFL (2CDP) Hig, 115 DP I BRI . RIE TS5 Sk, WEREHLHLEE 2 p-zCDP HLH, E Wi L Eg 20 BFL (,9),
IRV

(p+2V/p+log(1/6),6)

W&, ZCDPMonitor Ai& AT RFEMEFEHLH (4 NoiseAdaGaussianRandom F/1 NoiseGaussianRandom ) . A3 & zCDP 1) P EE B FE L
AR A0,
£ Wk Concentrated Differentially Private Gradient Descent with Adaptive per-Iteration Privacy Budget.
SH:

* num_samples (int) - JI|ZREHEEE P ATFEA B4

* batch_size (int) - JI| i B AN A g REAS$ .

« initial_noise_multiplier (Union[float, int]) - 5 ¥ FSFR7E 224 LA norm_bound [ L%, ¥ T BB THE .. BHAE: 1.5,
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» max_eps (Union[float, int]) - DP Y|k iz KAl 4257 epsilon L, T AT &K%k epoch, BRiA(E: 10.0,

« target_delta (Union[float, int]) - DP Yl H 45 delta #i5. W5 targer_delta $'E 9 &, WIFRFATHE & Ked& MNMIgrd R b 2 Er . BHAE: 1e-3.
+ noise_decay_mode (Union[None, str]) - {JI| 5B} 73 D25 04 2 i, AJPAJZ None.’ Time’.’ Step’.’ Exp’. BRiA{H:’ Time’.

* noise_decay_rate (float) - JI| Z:i 15 1) 2452, BRAE: 6e-4.

» per_print_times (int) - THE AT EIERAL A (R0 8. BROAME: 50,

* dataset_sink_mode (bool) - 4154 True, FTAH IZGEIEARE— R A H 2154 (Ascend) . QN5 HK False, NN ZREdaRAEsE 2 145G 1538 305 4%
BRi\fE: False,

FEBil:

>>>

>>>

from mindarmour.privacy.diff privacy import PrivacyMonitorFactory

zcdp = PrivacyMonitorFactory.create(policy="'zcdp',
num_samples=100,
batch_size=32,

initial_noise_multiplier=1.5)

max_epoch_suggest ()

fliTt i R YINZE epoch, DA /& Fil e S B AL T
S
o int - A EARIIZE epoch,

step_end (run_context)

TEAE NG BRI VT S R RL AR
B

* run_context (RunContext) - f, &5 HY it —26{5 &,

class mindarmour.privacy.diff_privacy.DPOptimizerClassFactory (micro_batches=2)

Pty T2k,

B

* micro_batches (int) - MJFEIHHERIF B0/ MR P ROFEAR SR . BRIAME: 2.

B
« Optimizer - {[{b252%.
FEB:
>>> from mindarmour.privacy.diff privacy import DPOptimizerClassFactory
>>> class Net (nn.Cell):
def _ init_ (self):
super (Net, self).__init__ ()
self._relu = nn.ReLU()
def construct (self, inputs):
out = self._relu(inputs)
return out
>>> network = Net ()
>>> GaussianSGD = DPOptimizerClassFactory (micro_batches=2)
>>> GaussianSGD.set_mechanisms ('Gaussian', norm_bound=1.0, initial_noise_multiplier=1.5)
>>> net_opt = GaussianSGD.create ('Momentum') (params=network.trainable_params (),
learning_rate=0.001,
momentum=0.9)

create (policy)

B DP {ifbds. SMEHILAE  sgd’.’ momentum’.’ adam’,
B

* policy (str) - PEFEIFUA AL AR KA.
ALK

* Optimizer - — /A 220 IRAI AL SR

set_mechanisms (policy, *args, **kwargs)

PRI HLHIXT R . SKIE ] PAZE Gaussian® B’ AdaGaussian’ . {EPER) args F1 kwargs 7] PAYE mechanisms.py ff] NoiseMechanismsFactory JEHEE|.
SH:

* policy (str) - PEFEALHIZE.

class mindarmour.privacy.diff_privacy.DPModel (micro_batches=2, norm_bound=1.0, noise_mech=None, clip_mech=None, optimizer=nn. Momentum,

*Ekwargs)

DPModel i T4 2% 7 B AL NSRRI .

XA

HKEH H mindspore.Model ,
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* micro_batches (int) - M JFIRHEVIR S HO/IMIER L. BRIAE: 2.

* norm_bound (float) - I T#BIFEE, WARGREN 1, FR&WEHEDE. BIAE: 1.0,

« noise_mech (Mechanisms) - F T4 B A 2R pg 3% . BRA{E: None,

« clip_mech (Mechanisms) - Jij T8 % [436 97 #k. BRIAfE: None.

« optimizer (Cell) - ff T 5 #7224 AL 5 A2 P O BEBUA i fF . BRIAMF: nn.Momentum,

* ValueError - optimizer {£ % None.
* ValueError - optimizer /& DPOptimizer, H. noise_mech “4 None,
* ValueError - optimizer 52 DPOptimizer, H. noise_mech 3 None.

* ValueError - noise_mech 5 DPOptimizer [1¥) mech J5 {552 BIiEN I, 1M clip_mech A J& None,
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CHAPTER

NINE

MINDARMOUR.PRIVACY.EVALUATION

AR AL T — LU PPl 0 AR 2 R A G XU 1Y) 925
class mindarmour.privacy.evaluation.MembershipInference (model, n_jobs=-1)

JE A AERIRE Y Shokri, Stronati, Song Al Shmatikov 72t i — 7 F-HEWT ] P EFA B i K & ety . B R ENZRFEAY loss B logits 4528, FALZHE AN
1 — LR

ARFMFER, WS HE.

£ Rk Reza Shokri, Marco Stronati, Congzheng Song, Vitaly Shmatikov. Membership Inference Attacks against Machine Learning Models. 2017.,

SH:

 model (Model) - H #7121,

* n_jobs (int) - FATBATHES B . -1 SR Fra AL Bgs, &0 n_jobs HE AN IEHEAL .
LA

 TypeError - R 2EAURNZ mindspore .Model .

* TypeError - n_jobs 2R A2 int.,

* ValueError - n_jobs W{HEE A 2-1, M2 IE3%.
Fetil:

>>> import mindspore.ops.operations as P
>>> from mindspore.nn import Cell
>>> from mindspore import Model
>>> from mindarmour.privacy.evaluation import MembershipInference
>>> def dataset_generator():
batch_size = 16
batches = 1
data = np.random.randn (batches * batch_size,1,10) .astype(np.float32)
label = np.random.randint (0,10, batches * batch_size).astype(np.int32)
for i in range (batches):
yield data[i*batch_size: (i+1) *batch_size], label[i*batch_size: (i+1)*batch_size]
>>> class Net (Cell):
def @ init__ (self):
super (Net, self).__init__ ()
self._softmax = P.Softmax ()
self._Dense = nn.Dense(10,10)
self._squeeze = P.Squeeze (1)
def construct (self, inputs):
out = self._softmax (inputs)
out = self._Dense (out)
return self._squeeze (out)
>>> net = Net ()
>>> loss = nn.SoftmaxCrossEntropyWithLogits (sparse=True)
>>> opt = nn.Momentum(params=net.trainable_params (), learning_rate=0.1, momentum=0.9)
>>> model = Model (network=net, loss_fn=loss, optimizer=opt)

>>> inference_model = MembershipInference (model, 2)

>>> config = [{

"method": "KNN",

"params": {"n_neighbors": [3, 5, 7],}

}]
>>> ds_train = ds.GeneratorDataset (dataset_generator, ["image", "label"])
>>> ds_test = ds.GeneratorDataset (dataset_generator, ["image", "label"])

>>> inference_model.train(ds_train, ds_test, config)

>>> metrics = ["precision", "accuracy", "recall"]

>>> eval_train = ds.GeneratorDataset (dataset_generator, ["image", "label"])
>>> eval_test = ds.GeneratorDataset (dataset_generator, ["image", "label"])
>>> result = inference_model.eval (eval_train. eval_test, metrics)

>>> print (result)
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eval (dataset_train, dataset_test, metrics)

PP H AR B FA T ER AR B . AR AR B metrics BLAE
SH:

* dataset_train (mindspore.dataset) - H HrE I 2B dm 4L .

« dataset_test (mindspore.dataset) - [ ST (1 MR EHRAE .

« metrics (Union(list, tuple]) - iPAH 44T . FEFRAGELLAMIALE [ “precision” , “accuracy” , “recall” |1, ERINME: [ “precision” ].
B

o list - A ICRAAL S BB PPALTEAR -

train (dataset_train, dataset_test, attack_config)

A IS E PN e S G i R
SR
« dataset_train (mindspore.dataset) - [ B2 i Y1 2 5k .
« dataset_test (mindspore.dataset) - [ A7 it 45
« attack_config (Union[list, tuple]) - Zeili BRI S8 . b

attack_config =
[{"method": "knn", "params": {"n_neighbors": [3, 5, 71}},
{"method": "1r", "params": {"C": np.logspace (-4, 2, 10)}}1]

- SCRFJTIEA kan, Iry mip Hil of | AT IERI SRR ATE A S HETEHIN . SRCEBRIFE 7R AL T i E] -
+ KNN
* LR
+ RF
+ MLP

» KeyError - attack_config T BG4 { “method” , “params” },

» NameError - attack_config F11 7 (RXAKNG) AFE[ “It” , “knn” , “rf” , “mlp” ] .

class mindarmour.privacy.evaluation.ImageInversionAttack (network, input_shape, input_bound, loss_weights=(1, 0.2, 5))

— i I T PR TR SR R ok HE R PR R ) WL D vk
£ Rk : Aravindh Mahendran, Andrea Vedaldi. Understanding Deep Image Representations by Inverting Them. 2014,
SH:
* network (Cell) - [ 2%, FI T HHEWr ER AR ZHHLE -
« input_shape (tuple) - BAAM 2550 ARIBHETEAR, W 5EEME—E. AR A (channel, image_width, image_height) .
« input_bound (Union[tuple, list]) - JR4G R IR ZJ5H, N i%f% [minimum_pixel, maximum_pixel] B, (minimum_pixel, maximum_pixel).

* loss_weights (Union[list, tuple]) - InversionLoss H1 = A~Fi A E, 7 DAPRE DRI AT 4R . BRIAME: (1,0.2,5).

S
« TypeError - [f] 47 A2 Cell,
o ValueError - input_shape {{EA JEIF 35
« ValueError - loss_weights [{{EA A1 5.
FEBI:

>>> import mindspore.ops.operations as P
>>> from mindspore.nn import Cell
>>> from mindarmour.privacy.evaluation.inversion_attack import ImageInversionAttack
>>> class Net (Cell):
def _ init_ (self):
super (Net, self).__init__ ()
self._softmax = P.Softmax ()
self._reduce = P.ReduceSum()
self._squeeze = P.Squeeze (1)
def construct (self, inputs):
out = self._softmax (inputs)
out = self._reduce (out, 2)
return self._squeeze (out)
>>> net = Net ()

>>> original_images = np.random.random((2,1,10,10)) .astype(np.float32)

(continues on next page)
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(continued from previous page)

>>>

>>>

>>>

>>>

target_features = np.random.random((2,10)) .astype(np.float32)
inversion_attack = ImagelnversionAttack (net,
input_shape=(1, 10, 10),
input_bound=(0, 1),
loss_weights=[1, 0.2, 5])
inversion_images = inversion_attack.generate (target_features, iters=10)

evaluate_result = inversion_attack.evaluate (original_images, inversion_images)

evaluate (original_images, inversion_images, labels=None, new_network=None)

S AR SR R A T i s PR RN R I PR 2 18] P-4 L2 B BRI SSIM A, DA KGHS LR A J5t PR ) T3 25 AR L Sehn 2 I B A5 T
.
SH:

« original_images (numpy.ndarray) - JE#G &%, HAARE 7 (img_num, channels, img_width, img_height).

« inversion_images (numpy.ndarray) - & 514, HIFMR R (img_num, channels, img_width, img_height).,

« labels (numpy.ndarray) - J§i 45 14 /1) ground truth 325, BRiAfE: None.

* new_network (Cell) - HZ5H (5 self._network HITA 4, (EINEL T AR BIECM . BRINE: None,
AR

« float - 12 §F 5.

e float - F1 ssim {H.

« Union[float, None] - “F-¥J &5 . {115 labels 5 new_network fj None, WM|iZ% (>} None.

generate (farget_features, iters=100)

MR target_features T A% .
S

« target_features (numpy.ndarray) - J5 44 KR IR EFIN . target_features ) 5H—N4EJE W 1% 2 img_num, FFEHEMNE, WHE img num ZF 1, N
target_features [{IEARIY 1% 42 (1, dim2, dim3, -),

* iters (int) - W UL YA UK, O IEREEL. BROAME: 100,

* numpy.ndarray - 52 K%, 5 EGEIEFIL.

30
e

 TypeError - target_features [1JZ5F N2 numpy.ndarray.

* ValueError - iters [H{HHERAS 2 TF 35K
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CHAPTER

TEN

MINDARMOUR.PRIVACY.SUP_PRIVACY

ABHAL DRI EALIIRE, AR PR .

class mindarmour.privacy.sup_privacy.SuppressMasker (model, suppress_ctrl)

JERSA A A A R R FA D RRRAS R (3l 26 ) i #AE.
HEREEER . WG AL S R P AL
S

« model (SuppressModel) - SuppressModel 52 .

« suppress_ctrl (SuppressCtrl) - SuppressCtrl SZ4 .
Fetil:

>>> import mindspore.nn as nn
>>> import mindspore as ms
>>> from mindspore import set_context
>>> from mindspore.nn import Accuracy
>>> from mindarmour.privacy.sup_privacy import SuppressModel
>>> from mindarmour.privacy.sup_privacy import SuppressMasker
>>> from mindarmour.privacy.sup_privacy import SuppressPrivacyFactory
>>> from mindarmour.privacy.sup_privacy import MaskLayerDes
>>> class Net (nn.Cell):
def _ init__ (self):
super (Net, self).__init__ ()
self._softmax = ops.Softmax()
self._Dense = nn.Dense(10,10)
self._squeeze = ops.Squeeze (1)
def construct (self, inputs):
out = self._softmax (inputs)
out = self._Dense (out)
return self._squeeze (out)
>>> set_context (mode=ms.PYNATIVE_MODE, device_target="GPU")
>>> network = Net ()
>>> masklayers = []
>>> masklayers.append(MaskLayerDes ("_Dense.weight", 0, False, True, 10))
>>> suppress_ctrl_instance = SuppressPrivacyFactory () .create (networks=network,
mask_layers=masklayers,
policy="local_ train",
end_epoch=10,
batch_num=1,
start_epoch=3,
mask_times=10,
1lr=0.05,
sparse_end=0.95,

sparse_start=0.0)

>>> net_loss = nn.SoftmaxCrossEntropyWithLogits (sparse=True, reduction="mean")
>>> net_opt = nn.SGD (network.trainable_params (), 0.05)
>>> model_instance = SuppressModel (network=network,

loss_fn=net_loss,
optimizer=net_opt,
metrics={"Accuracy": Accuracy () })

>>> model_instance.link_suppress_ctrl (suppress_ctrl_instance)

>>> masker_instance = SuppressMasker (model_instance, suppress_ctrl_instance)

step_end (run_context)

SECHT T4 AR S 01 R R R
S
* run_context (RunContext) - f, S A fif)—L26{5 &,

class mindarmour.privacy.sup_privacy.SuppressModel (network, loss_fn, optimizer, **kwargs)

I AL ey, B3 H mindspore.Model .
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BRFMER, WHEE: WHHIEAUE G5 P EEFL
ZH:

network (Cell) - LI 2510 1 28 0 28 A5 1Y
loss_fn (Cell) - fI AL 145 2K R AL

« optimizer (Optimizer) - k355201 .

* kwargs - G EAHIRIA I X T S4L

link_suppress_ctrl (suppress_pri_ctrl)
SuppressCtrl 3£ 5% F| SuppressModel £ .

SH:
« suppress_pri_ctrl (SuppressCtrl) - SuppressCtrl S5 .

class mindarmour.privacy.sup_privacy.SuppressPrivacyFactory

SuppressCtrl #L ) L) 24,
TEEEER: WG BAL G AL .

create (networks, mask_layers, policy="local_train', end_epoch=10, batch_num=20, start_epoch=3, mask_times=1000, lr=0.05, sparse_end=0.90,

sparse_start=0.0)

SH:

» networks (Cell) - ZEYIZRAYHIZE R 44 . I 25 S0 5 SuppressModel() ) network’ Z4H[Fl.

» mask_layers (list) - 75 I H] I ZR R 452 1 fiids o

* policy (str) - I EEALVIZRATIIZRSRNS . BRIAE: " local_train”, FrRAHilllZ.

+ end_epoch (int) - & 5 — AN B A4E T R 1Y epoch 55, O<start_epoch<=end_epoch<=100, ZRiA{E: 10, It end_epoch 4§/ 5 mind-

spore.train.model.train() /)’ epoch’ ZEFH[A] .

e batch_num (int) - —/> epoch LR E, N2 T num_samples/batch_size. ERIAE: 20.

» start_epoch (int) - 55— MHIFRAVEXT B AT epoch J5-, O<start_epoch<=end_epoch<=100. ERIA(EH: 3.

« mask_times (int) - #PHIEIERIECE . BRIAE: 1000,

e Ir (Union[float, int]) - 2£3) 3, FEYN R E] N ARFFAAE . 0<lr<=0.50. BRIAE: 0.05. it Ir 25V 5 mindspore.nn.SGD() [’ learning_rate’ Z:%{#H

[l .

» sparse_end (float) - BLZ A FE G, 0.0<=sparse_start<sparse_end<1.0, ERiAfH: 0.90,

« sparse_start (Union[float, int]) - [l #/E B sh it N ARG, 0.0<=sparse_start<sparse_end<1.0, ERIA{E: 0.0.

Rl
* SuppressCtrl - #1jl i ERAMLHI 1L
Feil -

>>> import mindspore.nn as nn
>>> import mindspore as ms
>>> from mindspore import set_context, ops

>>> from mindspore.nn import Accuracy

>>> from mindarmour.privacy.sup_privacy import MaskLayerDes
>>> from mindarmour.privacy.sup_privacy import SuppressModel
>>> class Net (nn.Cell):
def _ init_ (self):
super (Net, self).__init__ ()
self._softmax = ops.Softmax()
self._Dense = nn.Dense(10,10)
self._squeeze = ops.Squeeze (1)
def construct (self, inputs):
out = self._softmax (inputs)
out = self._Dense (out)
return self._squeeze (out)

>>> set_context (mode=ms.PYNATIVE_MODE, device_target="CPU")

>>> from mindarmour.privacy.sup_privacy import SuppressPrivacyFactory

>>> network = Net ()

>>> masklayers = []

>>> masklayers.append (MaskLayerDes ("_Dense.weight", 0, False, True, 10))

>>> suppress_ctrl_instance = SuppressPrivacyFactory () .create (networks=network,

mask_layers=masklayers,
policy="1local_train",
end_epoch=10,
batch_num=1,
start_epoch=3,

mask_times=10,

(continues on next page)
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(continued from previous page)

>>>

>>>

>>>

>>>

1r=0.05,
sparse_end=0.95,

sparse_start=0.0)

net_loss = nn.SoftmaxCrossEntropyWithLogits (sparse=True, reduction="mean")
net_opt = nn.SGD (network.trainable_params(), 0.05)
model_instance = SuppressModel (network=network,

loss_fn=net_loss,
optimizer=net_opt,
metrics={"Accuracy": Accuracy() })

model_instance.link_suppress_ctrl (suppress_ctrl_instance)

class mindarmour.privacy.sup_privacy.SuppressCtrl (networks, mask_layers, end_epoch, batch_num, start_epoch, mask_times, Ilr, sparse_end,

sparse_start)

SEMAMHI AL, AR RAIHI LB, REBI N Z I SR, HR A X LESHL.
FEIRTEESR WU ERALBLH] GRS P R

SR

* networks (Cell) - ZLI| 251 28 0 28 1581
* mask_layers (list) - 5524 1Y )2 1514
* end_epoch (int) - 5 J5— IR HIBEVEXT B HY epoch 5.

« batch_num (int) - —~}> epoch H1[{}] batch ${& .

* start_epoch (int) - 55— M HHAEXS R epoch J75.
+ mask_times (int) - # | #EAE R .

« Ir (Union[float, int]) - 23 3%,

» sparse_end (float) - %2 kRGP«

« sparse_start (Union[float, int]) - 3 Zh RSB M .

calc_actual_sparse_for_conv (networks)

s

conl JZF0 con2 21 W £ F b1k .

B

» networks (Cell) - S| ZRA0 128 45

calc_actual_sparse_for_£fcl (networks)

THRATERE 1 2R SRR G

B

« networks (Cell) - Z)I| 25 1 il 2 P 28 B0

calc_actual_sparse_for_layer (networks, layer_name)

VAN 42 1 S PR B

S

* networks (Cell) - 29I ZR 1)1 28 0 2815121
* layer_name (str) - H 324 FK.

calc_theoretical_sparse_for_conv ()

TR RUZ B R B 1) S B g 1

print_paras ()
SBRSHER

reset_zeros ()

T Iz AR HERS B BEEA 0.

update_mask (networks, cur_step, target_sparse=0.0)

XA Y T INRIs R ek S A HE R R AL A T 5

S

* networks (Cell) - JI|Z: M 4 .
e cur_step (int) - BN Zhad 21 24 BT epoch.

« target_sparse (float) - ZLE| KR EE. BRIAME: 0.0,

update_mask_layer (weight_array_flat, sparse_weight_thd, sparse_stop_pos, weight_abs_max, layer_index)

Xt B T nikaa AR A s R A R A A T BT

BH

* weight_array_flat (numpy.ndarray) - |2 S50 EE4H .

« sparse_weight_thd (float) - 48X {E/NT1% BIE AL E 290 il .
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o sparse_stop_pos (int) - 1 i) B KT E L.
« weight_abs_max (float) - % 5 [ i 48 XHH
« layer_index (int) - H¥REMZET].
update_mask_layer_approximity (weight_array_flat, weight_array_flat_abs, actual_stop_pos, layer_index)
XoF R A T i SR SR s SR R A 2 A T BT
2% clipping lower. clipping. adding noise #4/F .
SH:
* weight_array_flat (numpy.ndarray) - ESH0ELAH .
+ weight_array_flat_abs (numpy.ndarray) - J22 25000 8 19 46 X B .
« actual_stop_pos (int) - [V [k LR S8R5
« layer_index (int) - H¥32HRT].

update_status (cur_epoch, cur_step, cur_step_in_epoch)

ER TR PR NS
BH:
« cur_epoch (int) - #AYN A2 1Y 24 B epoch.
* cur_step (int) - BMYIZLFERY 2 HT P TR
« cur_step_in_epoch (int) - 247 epoch [1) 24 545 .

class mindarmour.privacy.sup_privacy.MaskLayerDes (layer_name, grad_idx, is_add_noise, is_lower_clip, min_num, upper_bound=1.20)

XTI H AR 2 A
SH:
* layer_name (str) - 2 #4585, 41 FARI—A 20 #8K:

for layer in networks.get_parameters (expand=True) :

if layer.name == "conv":

* grad_idx (int) - fEfZAER L ICALHINERSG] . 1 2% model.py H' TrainOneStepCell A4 K%L, £ PYNATIVE_MODE #i:0 T EIALLZ I KT {H

* is_add_noise (bool) - {154 True, NI )Z A AT AU IIMERS . WISR A False, WU G2 AN BEAS IR RS o AISR 244 num KF 100000, J
is_add_noise LR

» is_lower_clip (bool) - WIS True, W ZAFERFPHTEBNRT FIRIE. QI2RA False, HWZMAERSPESRART FRE. GRS 5 num T
100000, N is_lower_clip TC3K .

o min_num (int) - FANH R SACEEL. W5 min_num /N (BEUSE0E * SupperssCtrl.sparse_end ), W) min_num FE3{ .
« upper_bound (Union[float, int]) - }tZAE )5 K abs {5, ERAME: 1.20. A1HRZS% num JF 100000, M) upper_bound FE5K .
FEB:

>>> from mindarmour.privacy.sup_privacy import MaskLayerDes

>>> masklayers = []

>>> masklayers.append (MaskLayerDes ("convl.weight", 0, False, True, 10))
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CHAPTER

ELEVEN

MindArmour Bt R]FEH 7% .

MINDARMOUR.RELIABILITY

class mindarmour.reliability.FaultInjector (model, fi_type=None, fi_mode=None, fi_size=None)

B ARSI i 22 I 238 1) 25 Rl e, I PRAEARZ pr) PR BB AN T S

FEHE AR SRS R APPA A AR A
B

model (Model) - 75 ZPPAE#RAY ,

anti_activation’ .’ precision_loss’ 4§,

fi_size (list) - MU ARIUREL, FRFEEAL .

FEBil:

fi_type (list) - & HE AZEAL, 3% bitflips_random’ (FEVLEISE) . °

fi_mode (list) - fifEHE AR . AJ3E(H:’ single_layer’,’ all_layer’,

bitflips_designated” (FH%&44#4/7) . ° random’ .’ zeros’ .’ nan’ .’ inf’ .,

>>>

>>>

>>>

>>>

>>>

>>>

>>>

>>>

>>>

>>>

>>>

>>>

>>>

>>>

from mindspore import Model

import mindspore.ops.operations as P

from mindarmour.reliability.model_fault_injection.fault_injection import FaultInjector

class Net (nn.Cell) :
def _ init_ (self):
super (Net, self).__init__ ()
self._softmax = P.Softmax ()
self._Dense = nn.Dense(10,10)
self._squeeze = P.Squeeze (1)
def construct (self, inputs):
out = self._softmax (inputs)
out = self._Dense (out)
return self._squeeze (out)
def dataset_generator():
batch_size = 16
batches = 1

data = np.random.randn (batches * batch_size,1,10) .astype(np.float32)

label = np.random.randint (0,10, batches * batch_size).astype (np.int32)

for i in range (batches):

yield datal[i*batch_size: (i+1) *batch_size], label[i*batch_size: (i+1) *batch_size]

net = Net ()
model = Model (net)

ds_eval = ds.GeneratorDataset (dataset_generator, ['image',

fi_type = ['bitflips_random', 'bitflips_designated',

'nan', 'inf', 'anti_activation', 'precision_loss']

fi_mode = ['single_layer', 'all_ layer']

fi_size = [1]

fi = FaultInjector (model, ds_eval, fi_type, fi_mode,
fi.kick_off ()

fi.metrics()

'label'])

'random', 'zeros',

kick_off£ (ds_data, ds_label, iter_times=100)

TR O T AR T A S
BH:
- ds_data (np.ndarray) - 4 AJURLECHE . PR T8,
 ds_label (np.ndarray) - §CHEIORREE, X5 TKCH .
- iter_times (int) - WKL, K BEHLALELI,
Bl

list - i FREyE A BYS5 R .

metrics ()

AL .
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B

o list - %u_» ZHo

class mindarmour.reliability.ConceptDriftCheckTimeSeries (window_size=100, rolling_window=10, step=10, threshold_index=1.5,

need_label=False)
MRS EERAG A A 741 (ConceptDriftCheck TimeSeries) - THEA T4 418 ks ) .

ﬁ?élqéélﬂ/fﬂzu\, 1ﬁ§§ ?:MLH‘JJ? 5(1[}':'%% h 1/1 %74‘"/ (mj JTJ
SH:

 window_size (int) - &% OB/, AT 100 WERZE S AZGE, window szzef [10 1/3*len( data )] . ISR B A PERY

ST 25 AW B, X AJREGE, 30/7 REGEdE R A, BAE: 1
« rolling_window (int) - -3 [1K/N, 7E [1, window_size 1 . BRIAE: 10
* step (int) - ¥ 30 BRI L, 7E [1, window_size ] H1. ERIME: 10
+ threshold_index (float) - F{ti &3], (—oo,+00) . BRIAME: 1.5
« need_label (bool) - False 5f, True. I3 need_label =True, W)FEEAFSERIRL, BRIAE: False,

BB

i window_size

>>> from mindarmour import ConceptDriftCheckTimeSeries

>>> concept = ConceptDriftCheckTimeSeries (window_size=100, rolling_window=10,

>>> data_example = 5*np.random.rand(1000)

>>> data_example[200: 800] = 20*np.random.rand(600)

>>> score, threshold, concept_drift_location = concept.concept_check (data_example)

step=10, threshold_index=1.5, need_label=False)

concept_check (data)

TR e M A L
SH:

- data (numpy.ndarray) - f AKcH. KChiRi) shape AU (n.1) 8 (nm). WVERE, 651 (m %)
Bl

« numpy.ndarray - £ FFI IR SIS 40

- float - BT IR UL

o Tist - ARSI (0

class mindarmour.reliability.OodDetector (model, ds_train)

DAt AN SRUEAS OIS
ZH:
» model (Model) - |57,
« ds._train (numpy.ndarray) - Y| Z4CHE4E .

get_optimal_threshold (label, ds_eval)
BUARBIE . 2tk B — LB E AT OOD #EAS. fe B {E bR i E4E ds_eval 1154

SR
* label (numpy.ndarray) - X3 B {52 15 A 43115 B A 1AM R4
* ds_eval (numpy.ndarray) - %5 Bl 245 5 fE ) I Al 4

B
* float - FfERI(H.

ood_predict (threshold, ds_test)

e RS

43414k (out-of-distribution, OOD) #:ll. HLEKEHY H KA MBI ds_test H -2 H OOD FEAS . ASR—IK MG F 73 BOR T threshold | %

BB A ob
B

o threshold (float) - H|# ood FIEAI BIE . W AR LIS B(H, 7] DA{# ] R4 get_optimal_threshold.

* ds_test (numpy.ndarray) - A HHREE .
R
e numpy.ndarray - M5 . 0 FREIEAZE ood, 1 FREHERE ood.

class mindarmour.reliability.OodDetectorFeatureCluster (model, ds_train, n_cluster, layer)

Y% OOD #a il g, FRICNGREIRARE, HRERA PO MHRBHRFE S AP O Z IR BE B A E B 2 13 A1 sh (00D) R

BHREFEAER, HEE LI EG BT SR A I MY H
SH:
 model (Model) - )I| 7 ,
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e ds_train (numpy.ndarray) - JI| 8R4 .

* n_cluster (int) - EEE. BUEJE T [2,100]. @%, n_cluster & T IIZEHRHEMNES . QIR OOD F il £ AE M i Ei g P Pk BE A 22, FRATTAT DASE 24
49N n_cluster B41{H .

* layer (str) - $#{iF )24 K. layer (str) (i’ name[:Tensor]’ /R, HH1’ name’ i F7EUIZEAIRT A 1 . HEFH A XU 7E’ README.md’ iy
PRI EZ TR S

IR

>>>

>>>

>>>

>>>

>>>

>>>

>>>

>>>

>>>

>>>

>>>

>>>

>>>

>>>

>>>

from mindspore import Model

from mindspore.ops import TensorSummary

import mindspore.ops.operations as P

from mindarmour.reliability.concept_drift.concept_drift_check_images import OodDetectorFeatureCluster

class Net (nn.Cell) :

def _ init_ (self):

super (Net, self).__init__ ()
self._softmax = P.Softmax ()
self._Dense = nn.Dense(10,10)
self._squeeze = P.Squeeze (1)
self._summary = TensorSummary ()

def construct (self, inputs):

out = self._softmax (inputs)
out = self._Dense (out)
self._summary ('output', out)

return self._squeeze (out)
net = Net ()
model = Model (net)
batch_size = 16
batches = 1
ds_train = np.random.randn (batches * batch_size, 1, 10).astype(np.float32)
ds_eval = np.random.randn (batches * batch_size, 1, 10).astype(np.float32)
detector = OodDetectorFeatureCluster (model, ds_train, n_cluster=10, layer='output|[:Tensor]")
num = int (len(ds_eval) / 2)
ood_label = np.concatenate((np.zeros (num), np.ones(num)), axis=0)

optimal_threshold = detector.get_optimal_threshold(ood_label, ds_eval)

get_optimal_threshold (label, ds_eval)

RBURAEBIE . 23R 3] BB RAGI OOD FEAR . IR B f bR O B4 ds_eval 114,
SR

* label (numpy.ndarray) - X3 Bl {02 75 A 43115 A3 11 SN 345

* ds_eval (numpy.ndarray) - %5 Bl 245 50 fE ) I Kl 4
Rm:

» float - ffERHI(H.

ood_predict (threshold, ds_test)

JrAfish (out-of-distribution, OOD) #6:ill. teR%) H B2l ds_test WP G2 154 OOD FEAR . WIR—IK ER BT 73 B T threshold , WiZIE4
NI A

B
« threshold (float) - #|W7 ood K HE . 1T DMRIEZIG BB, o n] DA R %L get_optimal _threshold,
+ ds_test (numpy.ndarray) - il HHR4E .

R

e numpy.ndarray - fM45R . 0 FREIEAZ ood, 1 FREHER ood.
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TWELVE

MINDARMOUR.UTILS

MindArmour [ T.H 5%,

class mindarmour.utils.LogUtil

H il
FEKBREF T A i B RS0 H G50 i .

« SyntaxError - |72 25 7%,

add_handler (handler)
TSN H A ST R H A AL HFE Y

ZH:

* handler (logging.Handler) - H 55 ER SRR HABAL FRAR )T .
S

* ValueError - #j A handler /& logging. Handler [{)5Z45 .

debug (fag, msg, *args)
sk’ [tagl msg % args’, J“E{%4" DEBUG’,

ZH:
* tag (str) - Logger #ic.
» msg (str) - Logger {5 & .
* args (Any) - HiI{E.

error (fag, msg, *args)
ik’ [tag]l msg % args’, J“HEN’ ERROR’.

ZH:
* tag (str) - Logger #ric.
» msg (str) - Logger & .
* args (Any) - K {E.

get_instance ()

IREUE LogUtil 1152191«
Bl
* Object - 2% LogUril 1115213 .

info (tag, msg, *args)

ik’ [tag]l msg % args’, JHPEN’ INFO'.
ZH:
* tag (str) - Logger FRic.
e msg (str) - Logger {5 & .
* args (Any) - Hilh{E.
set_level (level)

15 I logger 1) H R R, e BH SR MEFAS . LEMH A, ‘NOTSET’ (integer: 0), ° ERROR’ (integer: 1-40), ° WARNING’ ( ‘WARN’ ,
integer: 1-30).” INFO’ (integer: 1-20) PA 2> DEBUG’ (integer: 1-10)

BN, A5 logger.set_level(‘ WARNING ) 5% logger.set_level(21) , WFEzFTHPRAT BN BHIAS Fh ) logger.warn() 1 logger.error(), Tfij logger.info() BY logger.debug()
FERFTH .

SR
« level (Union[int, str]) - logger 2% 5.

warn (tag, msg, *args)
5%’ [tag] msg % args’, JZHEEK’ WARNING’,
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ZH:
* tag (str) - Logger #5iC.
» msg (str) - Logger {§ & .
* args (Any) - G BI{A.

class mindarmour.utils.GradWrapWithLoss (network)

T — AR S A S ] P LR BB B E . I el weight fIAYL .
SR

* network (Cell) - ZLALH Y H FR K25
FEBil:

>>> from mindspore import Tensor
>>> from mindarmour.utils import GradWrapWithLoss
>>> from mindarmour.utils.util import WithLossCell
>>> import mindspore.ops.operations as P
>>> class Net (nn.Cell):
def _ init__ (self):
super (Net, self).__init__ ()
self._softmax = P.Softmax ()
self._Dense = nn.Dense(10,10)
self._squeeze = P.Squeeze (1)
def construct (self, inputs):
out = self._softmax (inputs)
out = self._Dense (out)
return self._squeeze (out)
>>> data = Tensor (np.ones([2, 1, 10]).astype(np.float32)*0.01)
>>> labels = Tensor (np.ones([2, 10]).astype(np.float32))
>>> net = Net ()
>>> loss_fn = nn.SoftmaxCrossEntropyWithLogits ()
>>> loss_net = WithLossCell (net, loss_fn)
>>> grad_all = GradWrapWithLoss (loss_net)
>>> out_grad = grad_all (data, labels)

construct (inputs, labels)

(AR AN inpurs (IR
B

« inputs (Tensor) - P Z% % A

* labels (Tensor) - i AHIFRZE
Bm:

* Tensor - 4 4.

class mindarmour.utils.GradWrap (network)

A4, DAV A 25 ) I 2560 BB BE, 9T H weighe TNA, 7 JHE T HUAR R
SR

* network (Cell) - ZLALHAY H bR %5 .
FEBi:

>>> from mindspore import Tensor

>>> from mindarmour.utils import GradWrap

>>> from mindarmour.utils.util import WithLossCell
>>> import mindspore.ops.operations as P

>>> class Net (nn.Cell):

def _ init_ (self):

super (Net, self).__init__ ()
self. _softmax = P.Softmax ()
self._Dense = nn.Dense(10,10)

self._squeeze = P.Squeeze (1)
def construct (self, inputs):

out = self._softmax (inputs)

out = self._Dense (out)

return self._squeeze (out)
>>> net = Net ()
>>> data = Tensor (np.ones([2, 1, 10]).astype(np.float32)*0.01)
>>> labels = Tensor (np.ones([2, 10]).astype(np.float32))
>>> num_classes = 10

>>> sens = np.zeros((data.shapel[0], num_classes)) .astype(np.float32)

(continues on next page)
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(continued from previous page)

>>> sens[:, 1] = 1.0
>>> wrap_net = GradWrap (net)

>>> wrap_net (data, Tensor (sens))

construct (*data)

THEAERT ELAFE (jacobian matrix) o
SR
* data (Tensor) - £if b iy AR E AL
— inputs: FZEHIHIA

— weight: B E AT, weight’ 5’ labels’ [ shape #H[A].

B
* Tensor - R AR FE .
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